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The approach taken in this project was a parallel developmen: of intel- A
ligence production models and a cognitive model of intelligence snalysis. The /
Imagery Intelligence (IMINT) Production Model

developed under this project and an existing Signals Intelligence (SIGINT) pro-
duction model were used as the basis for developing a generic model of intel-
ligence production, described in this Overview. The generic pronduction wodel
includes a description of the hierarchical f'ow of intelligence data, tasking,

‘ etc., as well as & listiug of critical variables influencing analysis. A

" detailed reviex of the psychological literature described in ARTTechmitat> A)D
Report 445,)>combined with the production models, led to developwent of a de-
scriptive model of cognitive processes described in this Overviev. This over-
viev also explores some of the implications of the cognitive model for training
developments, system development, and organizational cc trol of intelligence
production. The cognitive model will be extended and these implications will
be examined in greater detail during Phase II of this project.
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FOREWORD

Intelligence collection systems have proliferated over the past several
years, increasing in complexity and in volume of output. However, there has
beun no corresponding improvement in the ability of intelligence personnel to
analyze this flood of data. US Army Intelligence and Security Command (INSCOM) :
studies and Army Research Institute (ARI) research indicate that improved support H
to and training of analyste are necessary to effectively utilize the increased
collection capability and satisfy increasing demanda for intelligence within
current personnal constraints., INSCOM gnd ARI therefore initiated a joint research
i program to provide improved support to the intelligence analyst. During early
; discuseions of the issues, it became clear that any procedural, training, organi-

zaticnal, or system changes to support analysis will be effective only 1f based
upon a detailed understanding of the analysts' role, methods, and thought processes ,
! in intelligence production. The first need was to evaluate and describe the human '
; analytic processes underlying intelligence analysis, synthesis, and production. .
This report provides an overview of the results of this research, :

B T

The approach taken in this project was to examine the role and activities
of various types of intelligence anslysts, and to develop a descriptive model
of the cognitive processes involved in analysis. This model derives in large
part from current psychological literature and does not provide a new statement
of psychological principles. However, these principles are put in a new context,
intelligence anaiysis. This report describes the generalized intelligence produc-
tion model and the cognitive model. Separate reports describe in detail a model -
of the production of imagery intelligence (ARI Research Report 1210) and the AT S
psychological literature underlying the cognitive model (ARI Technical Report 445). , - -
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The research was accomplished by a govermment-contractor team under contract
E MDA 903-78-C-2044 and was monitored jointly by INSCOM and ARI., Continuous inter-

action and collaboration of personnel from Operating Systems, Inc., INSCOM, and
ARI insured a multidisciplinary approach to this research.

L

t g

i This report and the others from this project provide a framework for detailed
examination of training support and system support requirements in intelligence
analysis. These reports should be very useful during the development or evalua-

) tion of training procedures or materials, aralytic procedures, doctrine, and
system requirements for automated support to analysts.
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Requirement :

To develop a framework for describing and understanding the process of
intelligence analysis 2s performed by anslysts working with either single-
source or multi-gource data,

Approach:

A series of structured interviews was conducted with both national and
strategic level intelligence personnel experienced in signal, imagery, and
all-source intalligence processing and production. Interviews with devel~-
opers oi training materials and observation of classroom instruction and
field exercises provided additional information on individual and group
responsitilities. Data obtiined from interviews and observations were
3upplemented with documentation and reports based on INSCOM and ARI research.
At the same time the research literature on cngnitive information processing
was reviewed. A descriptive model of the cognitive processes underlying
intelligence analysis was developed baced on the general principles derived
from the literature review and the intarviews with intelligence pz2rsonnel.

Product:

The examination of intelligence analysis identified enviromental and
individual variables as well as underlying cognitive processes which con-
tribute to the quality of intelligence. The model describing the cognitive
processes of intelligence analysis is expected to serve as a descriptive
framework for understanding all levels and disciplines of intelligence
analysis. One of the main findings is that intelligence analysis is an
internal, concept-driven activity rather than an external, data-driven
activity. The present report is an overview of the project, including the
cognitive model. A process model of imagery intelligence and a detailed
literature review have been published as separate reports.

The findings and descriptive cognitive model could potentially contrib-
ute to the improvement of the quality of intelligence products by providing
a better understanding of the thinking, analyzing, and memory processes of
intelligence personnel. The model can be used to study management and
system functions as well as to guide future training and system develop-

m 1ts. The results will be incorporated in the development of functional
8} :cifications for the All Source Analysis System.
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HUMAN PROCESSES IN INTELLIGENCE ANALYSIS: PHASE | OVERVIEW

Robert V. Katter
Christine A. Montgomery
John R. Thompeon

Operating Systems, Inc.

R i R —

ABSTRACT :

A project was undertaken to sonstruct a general deacriptive model of the !
oognitive activities (mental processes) undertying the activities of intelll- 1
gence analysis. The approach used to devalop the cognitive model com- j
bined avallsble Information on the way in which intelligence analysis Is

performed In actual work settings with avallahle resaarch findings in cog-

hitive psychology. The first step was to Investigate analytical processing {
as currently practiced in two types of single-source analysls, and subse- i
quently to generalize to multi-source analysis. The Iinitial interview and
obssrvation fleld study investigated signal intelligence (SIGINT). A second
fleld study Investigated imagery intelligence (IMINT) and resulted in a
' modal of the directly observable activities of single-source !MINT produc-
5 tion. A questionnaire interview gulde was developed and used In deeper
v study of the two single-sourae disciplines and multi-source production
activities. A concomitant task reviewed literature from cognitive psychol-
; ogy for applicabllity to the study. A cognitive model was developed, and
: intelligence analysis activities were studied from the point of view of the
model. A main finding is that effective Intelligence analysls is a concept-
driven activity rather than a data-driven one. Prcject results have impli- 3
ocations for improvements In a number of areas of intelligence work.

L IR TP

i 1. INTRODUCTION AND OVERVIEW report [ /magery Intelligence (IMINT)
Production Mode! ] was produced by

1.1 Basic Objectives the IMTIA project. Publiciations used in {
The study entitled Investigation of the project zre Includeda In the refer-
Methodologles and Techniques for Intel- ences.

3 #gence Analysis (IMTIA) has been almed

at constructing a medel of the cognitive
processes underlylng intelligence
analysis actlivities. The present report
provides a management overview of the
project and its results. Another report
(see Cognitive Processes In Intelll-
pence Anelysis: A Descriptive Model
and Review of the Literature ] provides
an expanded version of Section 8 of
the present report, discussing the
technical literature basis for the cogni-
tive model In terms of interast to soclal
scic -tists and technicians. A third

.11 -

The IMTIA project aims to Improve
understanding of the cognitive activi-
ties underlying Intelligence processing
and production. While the intelligence
cycie and assoclated activities are
reasonably weli~defined and under-
stood, the activities that go on in the
head of an intelligence analyst are not.
These internal activities have been
mainly a 'black box’, where only inputs
and outputs can be observad and
described, and the unobservable
processes internal to the black box are
unknown. The IMTIA project is directed

'
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at filling this void in tho overall under-
standing of intelligence processing and
production. The basic objective of the
stvdy was to develop a cognitive model
that would provide a framework for the
description of the mental processes
used in intelligence anaiysis.

1.2 Overview of Topics

Section 1 summarizes tha development
approach for the model and outiines the
main results and conclusions. Section 2
through & are based on interviews and
cbservations in the field. Section 2
describes the organizational structure
of the intelligence cycle and treats
information flow within that framework.
Sention 3 presents a generic model for
single-source and multi-source Intedi-
gence producticn, Jescribes the core
informati’on processing functions of
resource management, adaptation, and
interpretation, and outliines task
processes common to Inteligence
analysis. Sections 4 and 5§ describe
snvironmental and individual variables
that affect intelligence analysis activi-
ties.

Section 8 presents the cognitive model
developed in the course of the study.
The model is synthesized from a review
of recent cognitive psychology litera-
ture. This major section describes the
atructure of cognitive capacities, the
basic dynamic cognitive processes, and
the cyclic maodification of meinory con-
tents. Section 7 describes aspects of
anatytic work in the light of the cogni-
tivea medel, and is based on field obser-
vations made from tha point of view of
the cognitive model as (it was
developed. The final section of the
report, Saction 8, presents implications
of the cognitive model for a nuisber of
areas. Theose Include: Improving the
accuracy and quality of analytic pro-
ducts; Improving the management of

intelligence aralysis and the formulation
of operating policies and procedures;
Providing criterla for the development
and evaluation of sadvanced aystem
designs in support of Iintelligence
analysts; Providing criteria for improving

system arrangements for performance

feechack; Facilitating efforts to
develop and evaluate tralning programs
and training doctrire; and, Providing
assistance in personnel selection,
motivation, end career planning.

1.3 What is Intelligence Analysis?

The definition of intelligence ana'ysis
presented In the Glossary of I(ntelli-
gence Terms and Definitions [sea
references] reads as foliows: "A pro-
cess in the production step of the
intelligence cycle in which Intelli-
gence Iinformation Is subjocted to
systumatic examination in order to
identify significant facts arid derive
conclusions therefrom.”

The problem with this definition Is that
the terms, when used to describe
processes inside the "black tox", have
no frame of reference: What does
"systematic® mean? What are the sub-
proccesses In “examination"? What

~about “identification*? “significant"?

"facts"? “derive®™? “conclusions"?
Although the cognitive model now pro-
vides a framework for answering these
questions, no such model existed at the
putset of this study.

In order to pursue this research,
several operating definitions were
adopted. A basic definition was that
intelligence analysis is what intelli-
gence analysts do -- an understanding
of the processes of Intelligence
analysis and the cognitive processes
underlying them must cume from the
analysts themselves, from observing
what they do and asking them about

-9-2-~
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A subsidlary definition was that the
performance of analytical and judgmen-
tal activities Involving complex cogni-
tive processes is not limited to person-
nel traditionally cafied “analysts.”
Rather -- for the purposes of this study
-~ Intelligence analysis was defined to
inciude a spectrum of analytical and
Judgmental activities Invoived In the
procesasing and production of intelli-
gence, where individuals assignaed to
particular rcies in this process may
spend more or less time in analytical
activity depending on their assigned
roles. .

For example, signal inteltigence (SIGINT)
volce Intercept operators clearly per-
form somo analytical activity in search-
ing the signal environmert; however,
much of their duty time is devoted to
rather rigidly specified collection activi-
ties, involving a minimum of analytical ur
Judgmental processing. On the othe:
hand, Image Interpreters (IMINT
analysts) in a national strategic faclilty
are more continuously Involved In
analytical activity in searching Imagery
and must deal with more complex data
patterns. In contrast to SIGINT and
IMINT specialists, multi-source analysts
devote the largest proportion of their
time to anaiytical aclivity and deal with
complex data patterns representing
aggregations of single-source data.

1.4 The Core Processes of Intelill-
gence Analysis

Two assumptions about Intelligence
analysis undarile this research:

1. First, it was assumed that a set of
common analytical task processes
exists that crosscuts the various
intelligesnce disciplines such as
SIGINT, IMINT, and HUMINT (intelii-
gence from human sources). These
common analytical task processes

o

suppcrt core information process-
ing functions for intslligence
analysis,

2. Second, it wes assumed that the
identification of these common
analytical taak processcs was &
key to identifying the core Infor-
mation processing functions cof
most importance to intelligence
analysis. This was viewed as an
important step In developing a cog-
nitive model that could provide an
especially productive framework for
describing intalligence analysis.

1.6 Study Approach

The approach to identifying the set of
common analytical task processes and
developing a generic cognitive modael
based on these was first to investigate
analytical processing as currently prac-
ticed in two types of single-source
analysis, and then to generalize the
findings to the multi-source analyasis

. enviconment where possible. As shown

in Figure 1-1, the assumptions dis-
cussed above and the initial concepts
regarding the nature of tha analytic
task converged to produce the cogni-
tive mode! described In Section 8. The
work reprasented in the top half of Fig-
ure 1-1 was a data-gathering, analysis,
and synthesls effort directed at defin-
ing the process of intelligence analysis
as performed by its practitioners. - The
work represented in the bottom half of
the figure was directed at defining the
underlying processes of Iintelligence
analysis in terms of cognitive functions.
The cognitive model thus Is a blending
of the Iinformation gathered and gen-
erated in answering these two ques-
tions.

-1-3-
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ANALYSIS?

WHAT ARE THE
UNDERLYING

Figure 1-1. The 5tudy Approach

1.5.1 Study of SIGINT Production
Model '

The initlal task involved a preliminary
investigation of signa! Intelligence to
Identify those SIGINT task processes
which appear to have a high analyticail
and judgmental content. These were
selectad for further study directed at
understanding the underlying cognitive
processes. The basis for the Initlai
investigation was the SIGINT production
model prepared for INSCOM:

[ SIGINT Production Model, Technictl
Report ].

1.8.2 Development of the IMINT Pro~-
duction Model

The second Intelligence discipline
investigated was imagery Intelligence.
Since no comparable producticn model
axistad for IMINT, the mode! described
in [ Imagery Intelligence (IMINT) Pro-~
duction Model ] was developed in the
course of this study to serve as a basis
for selecting IMINT task processes
involving high analytical and judgmental
content. The selected processes were
compared with similar SIGINT task
processes in order to provide an initial
definition of common analytical task

S e R e U
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processes that crosscut the Intelll-
gencea disciplines.

1.5.3 Preparaiion of Questicnnalre tor
Detailed i»formation Collection

The basis for development of the IMINT
production model was the intelligence
processing behavior of IMINT analysts.
in order to systematicaily col'act infor-
mation on IMINT anelysis and to develop
more extensive Intormatior. <. SIGINT
analycis as well, a detailed question-
naire was prepared for interviewing
intelligence personnel in both single-
source and multi-source Iintelligence
production activities.

The questionnaire covered the following
ereas of questione for each interview
respondent:

@ Domain Definition -~ raspondent’s
clisnt orientation, mission, area of
responsibility, Input types, infor-
mation sources, knowledge base,
product types.

@ Percepts and Concepts -
respondent’s perceptual modes
and skilils, menta! imagery types,
difficuit/easy tasks.

& System/Procedural Contexts -
patterns of communication activi-
ties, management and guality con-
trol arrangements, in rpretive
alds and references, procedural
flexibllities experienced by
respondent In work setting.

® Declsion Procasses - raspondent’s
view of work setting situation with
regard to conditions for making
interpretation decisions, Iinterpre-
tation decision controls, adupta-
tion decision mechanisms wused.
and prevaliling adaptation arrange-
ments.

@ Motivationsl Aspects -
respondent’s viaws of career path
mcdels, personal goals and expec-~
tations, goal attainment criteria,
relevant skills and kriowledge
baae development.

1.6.4 Site Visits and Anslyst Inter-
views

The questionnaire was used as a basis
for cenducting the interviews listed in
Figure 1-2. Aithough a number of
relavant Army and Dol manuais and
reports also provided Iimportant basic
duta for this study (see references),
the richest source of information was
the community of analysts interviewed
atid observad as they carried out the'r

Of paricular Interest are the terms
analysts use to refer to themselves and
their work, They often see themselves
&8 ‘“detectives,” “historicns;" their
work Is like “solving a mystery," a "puz-
Zle,” requiring “deduction,” “imagina-
tion," and “"complete concentration.”
The guiding principle is not only to look
and to listen but, .more Importantly, to
think.

These concepts provided insights into
the Iidentification of the core analytic
functions and the cognitive mechanisms
underlying them. The evolving cognitive
model was updated and refined in terms
of data that indicated significant vari-
ables in the analytical environment
(described in detai! in Section 4.1), in
individua! training, experienca, and
knowladge base deveiopment (Sesction
4.2), and In key processas in the
analyst’s cognition (Section 6).

1.£.5 Selection of Analytical {’rocess~
Ing Functlons for in- Dopth Study

In both the SIGINT and IMINT studies, a
set of analytic processes--identified as

- 1-5 -
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MONTH ORQANIZATION NO. INTERVIEWS/SPECIALTIES
NOVEMcK | ARMY INTELLIGENCE AND SECURITY COMMAND (INSCOM) | 2/8IGINT
‘ NATIONAL SECURITY AGENCEY (NSA) 6/8IGINT, 2/IMINT
INSCOM 3/IMINT
: DECEMBER | \\TiONAL PHOTOGRAPHIC INTERPRETATION CENTER (NPIC) | 6/IMINT
{ 525 MI GP, MIBARS, FT. BRAGG 10/IMINT
i , ARMY/AF EXERCISE, SHAW AFB 12/IMINT
i MARCH 3428 TECH TRAINING, OFFUTT AFB 6/IMINT
' USAICS, FT. HUACHUCA 13/IMINT, 2/SIGINT
b INSCOM 3/IMINT
g NPIC 1/IMINT
i:
4 APRIL FT. DEVENS 10/8IG'NT
b
¥
3
; June BLUE FLAG, EGLIN AFB 8/MULTI-SOURCE
b
Ly FORSCOM EXERCISE, FT. A.P. HILL 18/MULTI-SOUACE
CPAR, FT. MEADE 9/SIGINT
AUGUST | DETERMINED EAGLE FTX, FT. BLISS 12/MULTI-SOURCE
SIGINT = 28 INTERVIEWS
TOTALS IMINT = 66 INTERVIEWS 117 INTERVIEWS TO DATE
MULTI-8OURCE = 33 INTERVIEWS

TR TR TERA eV <. U .
FURTRERT RN D YRS T T ARG TERLTE T ST

Figure 1-2. Summary of Sites Visited for Data Gathering
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serving functions common across the
disciplines of SIGINT, IMINT, HUMINT,
and multl-source intelligence-- was
selocted for further analysis and
crass-discipline comparison.

The following criteria were used to
select analytic processes incorporating
common functions:

e Analytical orientation - whether
the process Is mainty analytical or
primarily control and management
aoriented.

o Generalitly - whether the process
appaars general o intelligence
analysis or specific to the particu-
lar discipline of SIGINT or IMINT.

e Interpretive Complexity -
whether the process Iinvolves
sparse, possibly conflicting, data
that is subject to many potential
interpretations, or detailed and
unambiguous data whose interpre-
tation is relatively straightforward.

e Level of Aggregation - whether
the procass Involves discrate,
iow-level data patterns or a more
abstract level of information that
has been aggregaterd one or more
times (for example, SIGINT target
detectlon versuns multi-source
fusion).

Figure 1-3 shows an initial selection
chart for IMINT processes in terms of
these criteria (abbreviated to ANAL,
GEN, IC, and LOA, respectively). The L,
M, and H labels in the figure indicate
the evaluation of each process as rela-
tively low, medium, or high with respect
to the given criterion. Processes that
were evaiuated as low in analytical
orientation or generality across all thrae
processing phases were not selected.
The processes selected are boxed in
the figure.

For purposes of comparing SIGINT and
IMINT, the following analytic processes
commca to both were selected:

@ Search

Target Datection
Target ldentification
Terget Devalopment

®
)

@ Unusualness Analvsis
e Funciional Analysis
)

Complex  Studies (e.g., OB
Analysis)

@ Associated Reporting Processes

1.5.8 Comparison of SIGINT and IMINT
Analysis

Using the common task processes
selected above as a framework, com-
parisons were made between SIGINT
and IMINT along the following dimen-
sions, which are described in detail in
Sections 2 through 5:

o Strategic versus tactical intelli-
gence production.

e Environmental and individua! vari-
ables:

— Type of data used.
~— Work setting.
— Client mission.

— Training, experience, and
knowledge base development
and maintenance.

— Attributes of & good analyst,.

@ Use of complex conceptual models
in analysis.

SIGINT and IMINT are generally per-
celved as entirely different because of

-1-7 -
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ANALYTIC ACTIVITY

PIRSY PHASR | SECOND PHASE | THIRD PHASE
PROCESSHIQ PROCESSNG PROCESSING

EN, LLOA ICGENANALLOA \CRENANAL,

INTERPRETATION

Search

Target Detection
Target |dentification
Target Quantification
Unusuainess Analysils
Function Analysis
Complex Studies

recere
EEZEX
TITIXCr

TIXXIr
2IZTEX
EIEXX
TXITIXE
ITTXITXE

Photogrammetric Sciences

REPORTING

FIZITXIIIT
IXIXITXITIXX

rExxTxIII
‘rfEIIxrITIIXIX

First Phase Reporting L
Second Phase Reporting
Third Phase Reporting

=4
=<
=

SUPPORT ACTIVITIES
Collection Coordination

-

Al Source Data Review & Reduction

History of Coverage Maintenance

Target Development

zix|-izix
x | x[r[x|x

interpretation Key Deveit ment
Knowiledge Base & Skill Dwolopno:] H

[t b= L = = S

I I|IjZ|xp
X XXX
T I xx
- elxlexi
T zizlx

3 45 <[l 4 = 4
X I{X|ex
rrjzlrkE
T TP

LOA - Level of Aggregation
IC - Interpretive Complexity
QEN -~ Qenerality

ANAL - Analytic Orlentation

xzEr

i
1
§

Figure 1-3. Analytic task processes salected for additional
study are enclosed. Any activity scoring low in GEN or ANAL for
the three processing phases was eliminated for further study.

the dissimllar modes of date capture
and resulting perceptual differences
(hearing signals and viewing signal-
analysis displays versus viewing
terrain-based imagery). In fact, some
rather striking parallels emerged from
the comparison of SIGINT and IMINT
analysis. The most significant of
these was the use of complex con-
ceptual models in analytical work.

A conceptual mode! consists of a pat-
tarn of generalizations about a given
category or range of experience, which

depicts a relation or relations between
two or more entities, where an entity
ma; be an object, an individual, or an
eveit.

For example, IMINT analysts may have a
conceptual model of a surface to air
missile, iIn which the model depicts a
functional interdependency between a
missile and its transporter. If they then
see a missile transporter with no missile
on it, they may search the surrounding
area for places of storage or conceal-
ment for the missile. Examples of more

-1-8 - :
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complex conceptual models are the
ideas of a communications net, an Order
of Battle, a Table of Organization and
Equipment, the general relationships
between terrain physical characteris-
tics and mob:ity characteristics, a col-
lection system, etc.

Another important parallel between SIG-
INT and IMINT analysis emerged from
what analysts saw as the key attri-
butes of a good analyst. Both SIGINT
and IMINT analysts stated that a good
analyst is a “detective", that iIs, one
who discovers what is concealed or
tends to elude observation, one who is
solving a mystery or a puzzile. The
effactive analyst must have "imagina-
tdon® In order to generate good
hypothes' s about what Is happening
and what wight be concealed, and to do
some "“detective work™ to collect evi-
dence that confirms or refutes these
hypotheses. It Is important to "be a
historian® because one must know what
has happened in the past In order to
understand what Is happening in the
present and what Is likely to happun in
the future.

The major differences between SIGINT
and IMINT analysis are attributable to
differences in modes of data capture
and resulting different perceptual
requirements. Several of the SIGINT
speclaities require a great deal of
specific data-capture training
(language, morse) In addition to general
training in military science (and other
areas discussed in Section 5). IMINT
analysts on an Inactive mission may
devote off-duty time and Idle time on
duty to Increasing their general
knowledge sbout the geography and
cultural background of the nrea of mis-
sion responsibllity, or about types .of
military equipment likely to appear I
imagery generated during exercises.

While IMINT analysts are able to spend
time In bulidng and maintaining the
store of conceptual models that forms
the Internal knowledge base, SIGINT
analysts on an inactive mission are
more concemed with not losing
language or morse proficlency, rather
than with increasing or maintaining gen-
eral or military knowledge.

Both SIGINT and IMINT analysts find
assignments to Inactive missions In the
tactical environment frustrating
because they like their analytical work
and know that lack of practice leads to
loss of proficiency. The SIGINT analysts
have more to lose In such a situation,
since data-capture mode knowledge
(language, morse), as well as general
and military knowledge, will inevitably
degrade.

Similarly, atthough both SIGINT and
iMINT analysts prefer analysis to
management, SIGINT analysts who
moved to management positions where
thelr voice or morse proficiency was not
used expressed the most frustration
because of the sub=tantial amount of
time they haa devoted to their early,
extensive, career training.

in genieral, the similarities between SIG-
INT and IMINT analysis far outweigh the
speclfic differences attributable to dif-
ferent data-capture modes and, conse-
quently, to different modes of percep-
tion.

1.5.7 Extension of the Comparison to
HUMINT and Multi-Source Analysis

Although a detaited, intensive investiga-
tion of HUMINT was not within the scope
of the study, some observations of
HUMINT analysts at work were made
and several discussions were held with
IPW (Interrogation of Prisoners of War)
analysts. For the most part, it appears
that the generalizations about SIGINT

-1-9-
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language specialists made In the
preceding section also apply to HUMINT
analysts. A major difference is the
greater importance of speclal verbal
skills for HUMINT analysts, who spend
many hours Interviewing in a foreign
language. Anower difference is the
relatively greater Importance, for
HUMINT analysts, of access to multi-
source information, which provides them
with the neceussary knowledge base for
helping to elicit information from per-
sons being interviewed.

Extending the comparison to multi-
source analysis, the major differences
between single-source and muiti-source
analysis involve:

e higher leveis of aggregation of the
3, information to be analyzed In
multi-source, and 10 some axtent,

o greater /nmterpretive complexity for
muiti-source because of the rela~
tively greater number of concep-
tual models to be considered.

1.6 Conclusiuns and Implications for
the Cognitive Model

The most telling result of this study is
the clear implication that intelligence
analysis Is conceptually driven as
opposed 1o data driven. What Is critical
is not just the data collected, but also
what Is added to those data !n Inter-
preting them via conceptual models In
the analyst’s store of knowledge.

The most Important parallel between
SIGINT, IMINT, HUMINT, and multi-source
analysis involves the use of a large
variety of complex conceptual models
in analytic activities.

The core functions of Intelligence
analysis involve the use of complex
conceptual models. In turn, the use of
such models is dependent upon Indivi-
dual variables such as:

- R —

e

@ Abllity to acquire and comprehend
complex conceptual models.

o Abliity to generate &nd evaluate
new conceptual models
(hypotheses).

e Knowledge, consisting of a general
mental inventory of avallable con-
ceptual models, including mental
"index" to locations of models in
external memory (In the form of
colleagues, flles, refererces, aids,
etc.).

e Accurate, rellable memory func-
tioning.

o Special interests and orientations
toward conceptual modeling as an
activity In its own right, including
explicit recognition of models as
mental phenomenon, and selective
attention and selective memory for
certain kinds of conceptual
models.

e Mental flexibllity and ability to
learn from past experience.

The use of such models ia also depen-
dent upon environmental or work settin.
variadies impacting ths enalytic pro-
cess, such aa:

¢ Cilent orlentations (support of tac-
tical versus strategic command,
indications and Warning, mission
ops, plans, logistics).

e Production management and task-
ing (mission, area of interest, pro-
duct accounting, tasking agencies,
work breakdcwn structure).

e Information acquisition (collection
plan, collection gaps, predictabil-

'ty}.

# Domain (geographic areas,
soclocuitural characteristics, ier-
rain features, weather,

~1-10 -
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economics).

e Date types (sensor types,
observers, filtered data, analytical
resuits, expectations).

e Judgmental factors (priorities, timo
available, communication
bandwidth, significance).

e System supports (displays, data
bases, colleagues, references,
computational aids).

Because both individual and environ-
mental variables affect the analyst’s
cognitive performance, the model of
cognitiva processes underlying intelli-
gence analysis must show sensitivity to
these veriables.

-1-11 -
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1 COLLECTION
: SINGLE MULTI- CLIENT
| f " SOURCE SOURCE PRODUCT
PRODUCTION FUSION FACKAGING
&
i INTELLICENCE f
;’ S .
{ INF ution TARGETING
| PHOTO | ! IPB
3 _ COMMUNICATION:
| COMMUNICATIVE MODELS
: / | Threat / L/
i 4
CONCEPTUAL [ _Contingency Plans _ / |/ |
{ MODELING / Intelligence Pvoduction / Capabilities [/ /
l / _Situational Models / | | 7 |/
; ' L .
; FORMAL INFORMATION FLOW ‘ l I l , l
f Regquirements /
b COLLECTION c l z l £ L '
f ! / | Tasking | 7 | | / i /
i FIRST PHASE 1 . B 0
: SECOND PHASE L Rowbate 1/ | )
: THIRD PHASE / Fittered Data | /| 4 / H
/ Products I / j I / ' l / B
— L IvroruaL coumonications __ |/ __L___|_/ |l
ANALYST JOB ROTATION
Figure 2-1. Structure of Relations Between Analytic Speciaiities
2, FRAMEWORK FOR INTELLIGENCE particular context within which the work
ANALYSIS COMPARISONS setting resides. Analysis of the overall
_ organization of intelligence production
The main dimensions for comparing intel activities in such terms led to the

; ligence analysis speclalities are
; reflected in the work settings in which structure shown In Figure 2-1, which

amonaone " meude " vavancen . 8picts work sattngs for varous types
of SIGINT, IMINT, and HUMINT process-

:::':'u';t:d '::d ':g:ezo'::lnd:::m t:lm:: ing, and their relation to work settings
yzed, 9 in which higher levels of intelligence ‘1

data are generated, kinds of analytic
tasks to be performed on the data, the data processing are accomplished.

development of the multi-dimensional !

genaral range and conceptual level of The bulk of Figure 2-1 conslsts of four

concerns that are to ba brought to bear interconnected sets of columns depict-

in considering the data, and the ing the overall Intelligence system. At
i
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the left of the figure Is shcwn the intel-
ligence information cycle, which ocon-
sists of a generalized sequence of four
information processing phases that
occur throughout the system at most
leveis and for most modes of data:

o Collsction of data that is indica-~
tive of capabiiities or intentions.

o First phase exploitation of data
(high threat and limited response
time window).

® Becond phase exol cation of
data (for current srations and
sltuation assessment).

e Third phase exploitation of data
to support basic Intelligance
needs and specilai requirements,
and review of conceptual models
used to Interpret data.

2.1 Organizational Structure of Intel-
ligonce Analysis Tasks

The main types of settings for intelll-
gence analysis are portrayed across
Figure 2-1 from left to right:

o Varlous modes of intelligence col-
lection (SIGINT, IMINT, HUMINT).

o Single-source correlation and pro-
du >tion.

e Multi-gource aggregation and
fuslon (over time and sources)
ac.cording to mission orlentation
(IPB, Targeting, Situation Assess-
ment, OPSEC).

e Specific client-orlented Informa-
tion product packaging.

in the figure, main data-fiow paths are
om ieft to right, with a corresponding
mcrease In e jgregation of data.

2.2 Communication Factors

Besides the main data fldws, Figure 2-1
Indicates that the various types of work

gettings ars aleo linked by four kinds of
communication factors:

e Communication models.

o Formal Information flow arrange-
ments. .

e Informal communications.

o Job rotation.
Each of these are considered below.
2.2.1 Communication Models

A communication model is a common
conceptual model shared by parties who
use It as a means of communication,
Such shared conceptual models link
intelligance work settings. As defined
eariler, a conceptual model consists of
a pattern of generalizations about a
given category cr range of experience,
which depicts a relation or relations
between two or more entities, whara an
ent/ty may be an object, an individual,
or an event. Shared 2onceptual models
are the basis for common understand-
ings of many mutuai concerns, including
the characterixtica of intelligence tar-
gets, collection capabilities, use of col-
laction capabllities, and the operating
environment. These modals are
reflacted in training plans, in operating
doctring, and ™ knowledge bases used
by analysats.

2.2.2 Formal information Flow Arrange-
monts

Linking the different special work set-
tings are flows of information through
formal communication channels (record
and message traffic, mall, command and
control communications networks, writ-
ten orders, etc.). These carry raquire-
ments, tasking, raw data, filtered data,
and analytical results and products.

-2-2.
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2.2.3 Informal Communications

informal communications (via =acute
telephone, meetings, consultations with
peers, interactive digital corrmunica-
tions networks, and personal le*.arr)
link the work settings, provicirg
analysts with clarifications, feedbac!’,
and ready extensions of thelr own
analytical capabilities. A funcion often
served by Informal communications is
that of making analysts aware of larger
perspactives. Interviewed analysts
observed that when they were left
unaware of the "blg picture," they feit
Iiso'ated end were less able to advance
their skills, This condition was cited as L
being more prevaleiit In tactical units
without an active mission. Analysts in H
strategic facilities do not exhibit this i
concern, because of larger local analyst
populations and better facilities for
sharing information with other organiza- 'ﬁ
tions. '

p 2.2.4 Job Rotation

Job rotation through different work set-

tings serves to link the settings.

Analysts report that raceiving a variety

of tactical and strategic assignments

develops a perspactive at.out avallabie )
Information sources (including personal
contacts) that are used In analysis.
Analysts whe heve strateglc asslign-
ments prior to entering the tactical
environment know where to obtaln tac-
tically usefu! ali-source Information.
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MONITORING AND EVALUATION

|
|
|
|
L
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I
REQUIRE I PRODUCTION
-l PLANNING

TASKING

PROCESSING.
ANALYSIS, AND
REPORTING | |

GENCE

INTELLI-

PROD UCTS7

/

LRESOURCE MANAGEMENT L INTERPRET |

Figure 3-1. Generic Intelligence Produciion Mode!

3. GENERIC INTELLIGENCE PRODUC-
TION MODEL

Analysis and comparison of SIGINT,
HUMINT, and multi-source intelligence
production ied to the development of a
model of generic Intelligence production
processes, shown in Figure 3-1. The
model characterizes observable
processes common to the three special-
itles. The processes s'pport three
interrelated generic functions per-
formed in analytic work settings:

® Resource Management

@ Adaptation
o nterpretetion

interpretation (which encompasses data
processing, analysis, and reporting) is
the funct:on usually considered as intel-
ligence analysis. However, the
resos:rce management and adaptation
functions are aleo Included In the
present mode! because of their impor-
tant effects on the quality of the ana-
tytic product and because Interpretive
decisions are often required for
resource management.and adaptation.
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3.1 Resource Management

The resources allocated to intelligence
analysis include:

® Time. -

e Analytic personne! capabliities.
o Information flow.

¢ Information storage capacities.
o Collection asaets.

¢ System facllities.

¢ Resource management capabdill-
ties.

o Adaptive zapabliities.

As Indicated In Figure 3-1, resource
management tasks iInclude planning,
aliccation, and tasking. Each of these
tasks involves decision making by
analysts as well as management. Vari-
ables conaidered In resource manage-
ment decision making include: '

o Leval of threat.

® Avallabliity of resources.

o Priorities.

o Short term vs. long term benefits.

One of the most !mportant managed
resources is time. Mechanisms used to
adjust preoduction to time pressures
include:

o Seginenting pruduction into phases
orlented to product suspense
times.

e Controlling the size of geographic
area, or number or types of tar-
gets handled by one analyst.

® Assigning priorities so that time-
senslitive data gets handled first.

in the context of producing specific
products, the analyst makes many
resource management decisions.

R e DL S

Analysts must frequently support muiti-
ple missions concurrently and divide
thelr time between several tasks.
Analysts may serve several clients
when producing analytical results and
must make compromise decisions on for~
mat and content. The analyst must also
find time to secure the long-term bene-
fits of skii maintenance and
knowledge-base development. Analysts
who were Interviewed feit that they
had less control over this last category
than was necessary to develop and
maintain their proficiencies. '

3.2 Adaptation

Adaptation is the development of
appropriate new responses, by what-
ever means, in tie face of significant
changa. Figure 3-1 shows the adapta-
tion function as a key feature of the
generic Intalligence production model.
Adaptation of the intelligance produc-
tion process requires that both the
crganization and the analysts examine
the quelity of products and use what-
ever means are avallable to correct
deficiencles. Adaptation *akes place at
both individual and organi itional levels.

3.2.1 Individual Adapiation

it is impractical to tightly control intelii-
gence production by external monitoring
and quality-control checks. The quality
of a particular plece of work can be
checked only by replicating the entire
procoss, ugsing another analyst with
bettor qualificetions, and then making a
comparison. This cannot be done on a
large scale because of the high cost of
the duplicative effort. Thus, the adap-
tive capabliities of the individual
analyst are at a premium. Individual
adaptive activities are exemplified by
the following behaviors observed during
site visits:
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-0 Making voluntary judgmentz about
own performance.

o Seeking informal fer.dback chan-

nels,
-9 Using non-standard processing
strategleas (whatever works).

-e Using own Initiative for increasing
awareness In significant areas
(information entrepreneurism):

~ Seeking cues from other intaili-
gence sources.

— 8Seeking cues from assoclated
elements or processes.

— Developing contacts In intelli-
gence community or within
facliity.

- Developing cultural knowledge
to aid In distinguishing cultural
background features from sig-
nificant data.

— Bullding continuously the
knowledge of “"how things
work® to aid in Interpreting
cparse data (e.g., maximum
speead and incline capacities of
vehicles, weapon ranges,
optimum transmitter positioning
requirements, etc.)

3.2.2 Admlinistrative Adaptation

Like the Individual analyst, the Intelli-
gence organization utllizes various
adaptive mechanisms when faced with
new problems. If a target area that
was not being followed in depth sud-
denly becomes important, the organiza-
tion may face several adaptation prob-
lems:

# Inattention to the area may have
resulted In gaps In refarence
materials.

@ Analysts reassigned to the new
area will have a substantial
start-up time to become familiar
with the targets and achieve con-
fidence in interpretations.

e Soclocuitural knowledge may not
be current for analysts who must
work a new geographic area.

The administrative adaptation process
is important in the study of intelligence
analysis because it contributes factors
basic to analytic performance. One of
the strengths of strategic intelligence
organizations (s that they are able to
use highly experienced and qualified
analysts In the producticn process.
These analysts accumulate a large
store of knowledge on specific target
areas and are able to perform in-depth
interpretations. Sociocultural
knowladge at the strategic level can ba
supplemented by immediate access to
State Department and civilian sources.

Because strategic production rasources
are limited, some target areas must be
assigned lower priorities. Howevar,
computer data bases maintain archival

T T T WY R T S K e S oAy £ WG VT AL 6

files of target information stored earlier .

that can be recovered easily after long
periods of lowered attention to particu-
lar targets. Such data serve as base-
lines for renewed closer attention.
Communication networks make such
data available on a shured basis
throughout the strategic community.

On the other hand, Intelligence produc-
tion facilities in tactical echelons below
corps are faced with adaptation
requirements every time the supported
tactical unit must prepare for a con-
tingency operation. The tactical intelll-
gence unit is at a disadvantage in
adapting to new contingencies for a
number of reasons. Analysts are likely
to be less experienced tharn at the

-3-3-
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AS mPUT MEMORY AS INPUT DECISIONS AS OUTPUT
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A WTERPAETIVE SUMMARIES
- PROCESSES ESTIMATES
- ANNOTATED DATA
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INFORMATION INFORMATION
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OUTPUT REDUCED
CONTENT INFORMATION

IHPFORMATION CONTRIBUTICN TO INTERRETATION RESULTS

Figure 3-2. Ssquence for Intelligence Interpretation Task

strategic level, and highty experienced
analysts may be unavailable to assume
training roles. Persnnne! shortages may
draw analysts away from analytic train-
ing dutles. If the unit does not have a
current active mission, analysts may not
be current on the intelligence threat
and may not be garrisoned In a location
close to the resources needed to main-
tein knowledge for areas of likely
operation. Storage facllities are often
nct avaliable for archival data that
would be useful in preparing for a wide
ranga of contingenciss. Personnel
clearances and billets for sensitive
compartmented Information may be In

short supply. Real data may be unavail-
able for analysts to work with. Interac-
tion with community intelligence
resources is sometimes difficult.

in the worst case, the tactical unit must
depend aimost entirely upon the indivi-
duel skills and backgrounds of analysts
to adapt to new operational require-
ments.

3.3 Interpretation

Aithough the generic production model
depicts interpretation as only one of
three main analytic functions, It Is, in
fact, the basic one. Figure 3-2 shows
the interpretive processes as a cycle
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INTERPRETIVE
CORPLEXITY

sparss data

rich data

Figure 3-3. Interpretive Complexity as a Function of Data Richness
and Number of Suppcortable Inmterpretations

of (1) recelving Incomplete or sparse
data, (2) interpreting the data, and (3)
formulating the Intelliigence product
(messages, estimates, etc.). The cen-
tral function of Interpretation invoives
making many Information filtering decl-

‘sions in the process of converting

sparse or uneven input data to Intelli-
gence prcducts. The basis for such
decisions is usually memory-storad con-
ceptual modeils of the types of real-
world objects or events thought to
have generated the data being Inter-
preted.

Figure 3-2 aiso summarizes our obser-
vation that, of the Information going into
the Interpretive product, a greater
amount comes from conceptual ‘models
stored In memory {both Internal and
external memory), than from the data
being Iinterpreted. In other words, intel-
ligence analysis is usually more a
concept-driven than a data-driven

process.
3.3.1 Interprative Compiexity

interpretive complexity is a composite
evaluation of the relative difficulty of
antlytic tasks. Interpretive complexity
is Inversely proportional to the richness
of the Input data and directly propor-
tional to the number of reasonable
alternatives against which an Interpre-
tive decision must be made. Figure 3-3
fliustrates this relationship. Thus sltua-
tions which are the most difficult and
complex to interpret are those in which
there ares few data avallable but for
which many viable interpretations are
possible; other situations in which thers
are many  data that point to a alngle
obvious Interpretation are low In inter-
pretive complexity.

Another factor in Interpretive complex-
ity is the level to which the input data
have been agyregated. Data may be
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aggregated over periods of time, over
multiple sources, or In levais of
abatraction (e.g., n artillery pleces vs. a
battery). Aggregation of input data can
work positively or negatively in the
interpretation process. If the aggrega-
tion is done properly, the richness of
the Input data is increased and inter-
prative complexity is lessened. On the
other hand, aggregation can interject
blases due to normalization, to incorrect
interpretation i abstraction, or to remo-
val of valid ambiguities in preprocess-
ing.

Based on our ¢bservations three con-
clusions about interpretiva complexity
have been drawn:

e The more complex interpretation
tasks are usually performed by
more experienced analysts better
able to cope with higher laveis of
data aggregation.

o Interpretive complexity Is often
greater in work settings using high
levels of data aggregation,
bacause analysts must make dec!-
slons on the interpretation quality
of their inputs as well as make
their own aggregation choices and
Interpretive declsions.

o There is sometimes distrust of.

interpretations received from work
settings at ‘ower levels cf aggre-
gation uniess the using analyst
has trust in the source.

3.3.2 Knowledge used In interprata-
tion

" The requlremenﬁ for the knowledge

needed to perform interpretations have
their osigin In one common definition of
intelligence:

inteliigence is the Identification of
threat; the two components of threat
are cavabliitias and intsntions.

i 2y

T e —————

3

The accurate and timely identification
of three requires the use of much
sophisticated knowledge .organized

- around conceptual models. Potential

tireat Is inferred at the national level
from scenarios (conceptugl models)
dapicting capabilities of:

o Military forceas.

o Weapons.

e Strategic industries.
e Economic factors.

e Organization and distribution of
power.

® Strategic and tactical disv gsiticn
of forces and weapons.

o Electru.ic warfare capabilities.

Inferring intentions to use such capabit-
ittes Is more difficult. Conceptual
models of necessary bhuildup patterns
for threatening behavior are used to
infer current and future intentions. The
modeis identify categories of indica-
tions and warning signs that are
observabie thrrugh collection assets.
Exampios of such indicators are:

e Provocative diplomacy.
o Threats/ultimatums,

e Hostlle political actions.
e Intimidation.

e Minor military action.

e Major military action.

e Military augmentation.
e Domestic conflict.

e Exerclse.

e Peacefu! diplomacy.

e Verbal confiict.

-3-6-
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in a paralle! process, tactical threat Is
inferred from scenarios depicting capa-
plitties of such things es:

e Poesitioning and capabiliities of indlvi-
dual large weapons.

e Positioning and capabliities of mili-
tary units of significant size.

Movements of weapons and units.

Positioning and movement of logisti-
cal units and headquarters.

The best-known threat model is Order
of Battle (OB). The OB can be Iimple-
mented in hardcopy or computer data
base form. OB provides capabliity
inodels of force structures, weapons,
status, and disposition. OB also pro-
vides Iinsight Into intentions of the
forces by implication from training,
readiness status, tactics, personality of
commandars, and strategic or tactical
disposition of the forces. OB data is
used at ali echelon levels, but Is
tallored to the geographic area of
responsibliity and 1o a level of detall
that is meaningful to the current situa-
tion.

Indicators of threat guide the develop-
ment of further intelligence information
for determining vulnerabilities and plan-
ning responses. In planning responses,
behavior modeling is used to develop
and to authenticate models of possible
antagonist reactions. These models
predict probable antagonist responses
under glven sets of circumstances. The
importance of behavioral modeling fies in
its ability to projact “"what if?" situa-
tions. Because of the predictive nature
of these models, they produce specula-
tive, probabllistic results and require
continuous refinement and adjustment
to maintain thelr usefulness.

Other types of models frequently used
in Intelligence analysis are:
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® Modeis of enemy survelllance
capabliities and effects of terrain

and ECM.

o Political organizations and control
of power.

e Command and control organiza-
tions.

e Personality profilgs.
o Terrain models for use Iin traffica-

bility or tactical disposition
analysis.

e Ethnographic models.

o Chaln of events.

e Time and fraquency patterns.

¢ Industiial production models.

® Weapon s8system performance
models.

e Economic models.
e Lines of communications.
e Network modaels.

These models may be used to transfer
general characteristics of known
threats to unknown threats by analogy,
and to develop higher levels of threat
information by plecing together incom-
plete fragments of data (such as in the
Cuban missgile crisis, when the
existence of Soviet missiles in Cuba
was ascertained from the shapes of
shipboard containers and from tracks of
heavy vehicles around similar shapes
seen Inland).

3.3.3 Using Interpretive Models

The main processes of interpretation
involve the extensive use of concep-
tual models. The skills that enable the
analyst to exploit conceptual models
include:
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o Formulation of conceptual models.
@ Storage and retrieval of data

using mogels as the indexing
framework (such as situation
overiays, OB, installation files).

Communication with clients by uso
of models to provide extensive
information to supplement the con-
tent of messages (such as clients
who have locai OB files, mission
plans, IPB overiays, etc.).

Cotrelation of observable real
world events with model parame-
ters to deduce capabllities or
intentions (such as matching unit
maneuvers to the baginning of a
mobllization).

Use of models to Inductively
detaermine the threat from unknown
slements where analogles exist to
known threats (such as extrapola-
tion of Soviet military doctrine to
satellite countries).

Inference of event significance by
carrying cause and effect rela-
tionships to logical ends (such as
impacts of weapon augmentation).

Fusion of data by abstracting to
higher levels of behavior (such as
lower echelon units into higher
echeion units or individual targets
into target clusters).

Compensation for incomplete intel-
ligence data by fili-in from models
(such as using unit identification
and location to Ildentify probable
locations of assoclated units).

Attention to serendipitous events
that do not correlate with known
models (such as detecting a new
weapon system that Is dis-
tinguished from an old system only
in one externally observable

characteristic).

e Interpretation of ambiguities by
matching to multiple ! :odeis (such
as a unit that could belong to
elther a motorizad rifle ragiment or
a tank regiment).

® Recognition of uncertainty In
interpretations by determining par-
tial matching of events to models
(such as being able to locate and
identify only 80% of the maneuver
units In an observable force
whose structural model calls for
40% more).

3.3.4 Fiittering of Products

In addition to the conceptual model han-
dling skills, the intelligence analyst must
have the Important decision-making
capablity of controling and filtering
data output to the client. In deciding
which information should be passed on
to the client, the analyst uses at least
these three mechanisms:

o Determining change from previous
products.

o Understanding the needs of the
client and utllizing informal feed-
back to adjust the content of pro-
ducts or provide clarifications.

e Structuring the output product
form such that it is self-defining in
terms of Its relation tc clients’
areas of interest and quality of
interpretation.

The control of Intelligence product
dissemination is largely a manual pro-
cess Involving flarge distribution’ jists
that evolve over an extended period of
time. In some work settings, an analyst
must designate action and information
raciplents, select a product form,
assign precedence, and select a
transmission mode. These decisions
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determine the content and speed of
delivery of the product. i

i intelligence products that are highly : 3
formatted and transmitted electricaily _

may be processed directly into client K
¢ computer data bases. When the client ;
: doas not have computer assistance, the ,

: product flow rate must be controlled by '» }
the intelligence production source to ‘

3 prevent saturation of the routing sys- 1 3
tem and the recipients.

3.3.6 Summary of Intelligence Produc-
tion Model Characteristics

To summarize, the generic model of
Iintelligence production processes iden-
tifies three main functional areas:
adaptation; resource management; and
interpretation. The general types of
tasks, such as monitoring and evalua- . '
tion, production planning, tasking, pro-
cessing, analysis, reporting, and special
‘ product design serve these three main
) functional areas.

b The central function of Interpretation
: invoives making many information filter- !
ing decisions In the process of convert- '

ing sparse or uneven Input data to
intelligence products. The basis for
such decisions is usually memory-stored
conceptual models of the types of
real-world objects or events thought to
_ have generated the data being inter-
k - : preted.

’ Comparison of the information consti-
! tuents of Intelligence products with the
information constituents of the data
supporting the products shows that
often a large proportion of the informa-
tion In the products has been added
froin memory. Thus, the interpretive pro-
cess is often more concapt-driven than
data-driven.
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4. ENVIRONMENTAL VARIABLES

Environmental or work setting variables
affecting analytic performance are
important in the development of the
cognitive model because they cir-
cumscribe the range of perceptions,
decision making considerations, and
constraints which the analyst experi-
ences as a result of performing analytic
tasks in a given work setting. The
scope of environmental variables
affecting the cognitive processes of
analysts is summarized In the diagram in
Figure 4~1.

4.1 Assigned Domalin

An assigned domain usually consists of
geographic boundaries within which
data representing certain target types
are to be interpreated. Deep familiarity
with geographic, climatic, and soclocui-
tural aspects of the assigned geo-
graphic domain is a basic asset to the
intelligence analyst. intimate familiarity
with the domain aids in identifying mill-
tarily significant targets and In antici-
pating constraints on military opera-
tions. The domain variables depicted as
Impinging on the analyst In Figure 4-1
become especiaily obvious during a
change of geographic domain. When-
ever an analyst is reassigned to a dif-
ferant geographical domain, even
though the types of targets may be the
same the analyst usually requires a
substantial start-up time to regain peak
performance levels. The same Is true of
reassignment of target types within the
same geographic boundaries.

4,2 Managsment and Tasking

Management directives define the
domains of an analyst’s geographical
and functionay areas of responsiblility in
the overall production picture. These
tasking constraints change with time.
Overlaps In assigned responsibliities are

minim'zed to make efficlent use of rela-
tively scarce analytic personnel
resources. Nevertheless, requirements
for maintaining overiapping knowledge
for different areas of responsibility are
very common. The intelligeAce commun-
ity attempts to develop and exploit
such overlap through working groups,
information distribution, integrated com-
puter data bases, and informal communi-
cations.

4.3 Client Orientations

Figure 4-1 shows cllent orientations
affecting the analyst. Attention to a
particular client can improve the value
of the analysis product for that client.
This goal is sometimes difficuit for the
analyst to achieve in practice, because
many clients are simultaneously served
by the production process and the pro-
duct may thus require an Inclusive or
compromise format. The Importance of
one client's needs over another also
changes.

Tactical intelligence production units
have multiple client orientations both in
garrison and in deployment. Tactical
intelligence units ere typlically attached
to a tactical unit commander, and
thereby assigned malin client. At the
same time, the ta .ical inteliigence unit
also has the general intelligence com-
munity as a client. It is important to
note that the "percelved® client is more
critical than the actual end users of a
product; an individual analyst or an
intelligence unit may adapt to satisty
eome goal, but the intended user Is not
always the sole beneficiary.

4.4 System Supports

The supports avellable In the Inteli~
gence production facllity are important
to analytic performance. Computational
ailds and secure communications are
valuable assets. Storage space for

F
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MGMT & TASKING
NGAGEMENT
MISSION
AREA OF INTEREST
PRODUCT ACCOUNT.
TASKING AGENCIES
WORK BREAXDOWN
| CHECK, EVAL, CORR

CLIENT ORIENTATIONS

SYSTEM SUPPORTS
DISPLAYS
DATA BASES
COLLEAGUES
REFERENCES
COMPUTATIONAL
EXTERNAL COMM.

Figure 4-1. Variables in Analytic Work Settings

maps and secure data can make a sub-
stantial difference in analytic perfor-
mance. Film processing facilities are
important to IMINT In the same way that
electronic signal recording and repro-
cessing equipment is important to SIG-
INT.

4.5 Knowledge Base

The knowledge base or external store'
of information applicable within a given

intelligence environment is maintained in
the form of materials such as refar-
ences, archival data files, and computer
data base systems. Computer aids are
thought to be essential for extending
the knowledge base to include archival
data that cannot be effectively handled
manually.

- 42 -

R e L e ]

o et bl (g




s -

«.8 Judgmental Criteria

Analysts must exercise Judgments on a
fairty large number of dimensions.
These concern the possibie signifi-
cances of new data for the needs of
various analytic clients, the moment-
to-moment optimum use of the analytic
resources actually available to each
analyst, and consideration of the infor-
mation loads imposed on various ana-
lytic cllents. Furthermore, these judg-
mental factors are not static: needs of
clients often change rapidly; the lcad of
incoming data to be analyzed changes
continuousty,
actually availlable to the analyst often
change, and the information loads on
various analytic cllents aiso varies. As
a result of one or more such considera-
tions, the analyst must often modify
task priorities and the time allocated to
analytic tasks. In a crisis, incoming
intelligence data is usually voluminous,
and client saturation may occur if the
analyst does not actively filter anaiytic
resuits by significance and client
needs. This is particularly important, for
example, when the client is a near-
real-time intelligence fusion cenrter.

4,7 Information Acquisition

The analyst normally has no direct
impact on collection decisions. How-
ever, the analyst usually has sufficient
knowiadge of the collection pian to
know what type and how much data will
be produced by a mission. For example,
in a tactical reconnaissance mission,
the original threat analysis may have
determined the critical areaz for sur-
velllance and projected the tyves of
targets, terrain, and conceaiment to be
found Iin the area. The analyst may
therefore be invoived In planning the
flight path and briefing the alrcrew on
alr defense threats. Additional informa-
tion may be gained by debriefing the

the analytic resources.

alrcrew after the mission.
4.8 Data Types Familiarity/skills

Many analysts are c¢pecialized in one
particular data mode. This specializa-
tion s formalized by military occupa-
tional specialities structured along the
lines of data capture modes (voice
intercept, manual morse, imagery, etc.).
Specialties are also defined for
analysts who handle analytical results
rather than raw data (cryptanalyst, 0B,
all-source).

The type of data being analyzed
impacts the analytic processes in a
number of ways. The related mental
imagery diffars for various data modes.
The Information propertius (comparative
limitations, strengths, "artifactual” con-
tributions) of different data modes
reporting the "same" phenomena also
vary markedly. The difficuity levels and
amount of experiance required for
acceptable performances vary for dif-
ferent data modes used to report vari-
ous classes of phenomena. The
analyst's "mental world viewpoint" is
conditioned by the particular data mode
being used.

Very little cross-mode training exists
until the analyst moves to a manage-
ment role. Within imagery interpreta-
tion, there are many submodes (IR,
SLAR, forward ©oblique, overhead
stereo/mono, video) that an analyst will
have proficlency with after a combina-
tion of tactical and strategic assign-
ments. Substantial skill-develomment
time is required to adapt to the specific
data-capture mode In all specialties,
and particularly in SIGINT.

- 4-3 -
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8. ANALYST VARIABLES

A majos conclusion from the work per-
formed on this project Is that great
importance must be placed on the attri-
butes of the analysts tasked with pro-
ducing intelligance. The main attributes
needed are in the areas of:

e Relevant knowledge.

e Skills (perceptual; conceptual;
communication).
o Orientation toward managing

relevant memory resources.
o Parsonality.
6.1 Kncwledge

The knowledge relevant for analysis
includes:

o Military science.

e Scilence and technology.
e Soclocultural knowledge.
e Sensor mode knowledge.

Background In each of these areas alds
the analyst in performing most analyti-
cal tasks. Commonalities and differ-
ences In knowledge reguirements for
different analytic specialities are
highlighted below.

85.1.1 Military Sclence

Commonalitios between SIGINT. HUMINT,
IMINT, and FUSION speclaities include
an extensive knowledge of military sci-
ence areas including Order of Battle
and military geography. Characteristi-
cally, this knowledge Is acquired In
specific relation to the targets and
geographic area within the analyst’s
assigned area of rasponsiblliity. The
analyst  gradually expands this
knowledge base by cross-tralning or
reassignmeant to other intelligence pro-
duction facilities.

8.1.2 Sclence and Technology

Most specialities of intelligence
analysis use aimost all for: s of physical
aclance and technology. A strong
technical background heips the analyst
understand what is seen br heard in
data collected from technically complex
targets such as aircraft, missiles,
radars, communication nets, factory
complexes, and the likke. The complex
workings of weapons systems, commun~
ications, command and control organiza-
dons and procedures, and electronics
systems must be understood for proper
interpretation of Intelligence data In
both strategic and tactical missions.

Emphatically, this principle holds for ali
fevels of Intelligence analysis as
defined earller. Although the inexperi-
enced image interpreter performing a
target focation or counting function
requires much less general knowledge
and understanding than an analyst with
a more explicit evaluation role, all levels
benefit by a thorough understanding in
their area of responsiblility.

6.1.3 8Soclocuitural Knowledge

Knowiedge of a target country’s culture
is valuable In discriminating militarily
significant items from non-significant
ones. Ethnography helps the analyst
know where to look for significant [tems
and what to filter out. Soclocultural
knowledge is particularly Important in
strategic Intelligence analysis where
the use of economic, political, and
industrial models may be Involved.

8.1.4 Sensor Mode Knowledge

Because the entire Intelligence produc-
tion cycle is included iIn the scope of
intelligence analysis activities, the abil-
ity to understand the capabiliities .of
sensor systems Is a fundamental
knowledge requirament. Although an
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imagery Interpreter may not need to
know how a particular camera works,
the constraints under which photo-
graphic deta Is collected must be
understocd when making declsions
about collection piana and the quality of
Intslligance products.

8.2 8kiils

Skflis (nvoilve knowiedge, but are dis-
tinguished here from knowledge in terms
of added ruquirements for highly prac-
ticed performances.

6.2.1 Perceptual Skills

The phrase perceptual skills, as used
hers, means practiced performances in
discriminating between things on the
basis of subtie differences In how they
sound or look. Perceptual skills are
especially Important for single-source
intelligence production. There is a
strong consensus in the field that the
perceptual skills fundamental to SIGINT
and [MINT single-scurce production
must be developed by using real data.
That Is, the refined perceptual skills
necessary to interpret particular kinds
of images or to recognize certaln voices
or certain morse or telegraphic (pera-
tors cannot be fully developed in exer-
cises disassoclated from real targets.

The analyst’s confidence and speed in
interpretation and In the abllity to
detect significant changes also depend
heavily on familiarity with the particular
target area. A substantial time period
Is required to gain such familiarity even
for experlanced analysts. SIGINT
analysts stated that It would take two
to six months to adapt to a new target
area after being reassigned. IMINT
analysts are often semi-permanently
assigned by geographic area and/or
target types In order to take advantage
of the resuiting accumulation of percep-
tual familiarity.

6.2.2 Conceptual Skills

The generic '+telligerce production
mode! presentsd sarller depicts In.alil-
gence analysis as pradominantly
oconcept-driven rather than data-driven.
This conclusion was reachad after
observing the extensive memory
resources (see Figure 3-2) that
analysts bring to the production of most
intelligence products, and noting that
much of the memory-based information
was conceptual in nature. The produc-
tion process Is also concept-driven In
the sense that new intelligence pro-
ducts can be, and often are, produced
in the absence of new data. Intelll~
gence preparation of the battlefield
(IPB) Is an example of an activity that
depends almost entirely on previously
developed and stored knowledge. As
indicted earller In this report, highly
sxperienced and effective analysts
often appear to organize the mental
storage of auch knowledge around con-

ceptusl models. The analyst’s ability to.

deal with conceptual models grows as a
result of experiesnce In learning

‘abstract concepts. This type of learn-

Ing appears to be more In line with that
received In higher educsation than in
trade skill earning. Characteristicaily,
enalysts who progress to higher skill

levels have had post-high school edu-

cation.
6.2.3 Communication Skills

Foreign language Is of speclal impor-
tance to COMINT and HUMINT Intelli-
gence production for obvious reasons.
From a general standpoint, language
skills are vital to xhe analyst for under-
standing the meaning of collected intel-
ligence even after It Is interpreted.
Writing and speaking skills are essentlal
for the analyst to communicate analytic
results to cllents.

-6-2 -
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EXTERNAL MEMORY

EXTERNAL MEMORY
UPDATE/EXTENSION

Knowledge of event, situation
Knowledge of procedure

- —

Knowledge of Judgmental/
analytioal oriterion

Know i’ 1ge of how to pet
(more) Information

- Knowledga of who to ask

~ Knowiedge of where to find
Information on:

Judgmental/anelytiosl

oriterion

Knowlecge of how to aoquire

or oall ———i} colloagues

ovent, situvation, ‘ References, alds,
historical files

prooedure ## Prooedures, tasking inst.

49 Collection resourcas

information which is not
aveliable In external memory

Figure 6-1. The Analyst’s Usa of Memory Reaources

8.3 Memory Management Orientation

The use of Iinformation from memory is a
centrally important factor In intelligence
analysis. This includes not only the use
of. the analyst’s own memecry, but aiso
the use of external memory resources
avallable In the extended work setting.
The three columns of Figure 5-1, to be
discussed in more detall below, depict
types of Information contents avallable
from internal and external memory, and
from ths functions for
updating/extending external ..amory.
The twc-way arrows Indicate the
reciprocal flows of {ypes of Information

from storaga facilities where thoy are
avallabie to storage facllities where
they are not. The one-way arrows indi-
cete the manner In which use of tho
other two sources of information Is
dependent upon knowledge contained In
internal memory.

86.3.1 Knowledge of Events and Situa-
tions

Figure 6-1 shows that the analyst
retainse an internal memory store of
informaticn on situation and current
events. An imagery Interpreter, for
instance, may become so famillar with a
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terrain area as to be eble to detect any
type of changs that may be signi sant.
S.allarly, a SIGINT analyst may be able
o recognize targets on the basls of
Spersonality” characteristics that ara
not definable in terms of recorded sig-
nature information or signal content. An
anaiyst may aiso review externai
memory resources, such &as situation
maps, status displays, and message
traffic flles, to provide cues that,
through mental assoclation, may lead to
extending an area of search or expand-
ing the possible interpretations.

8.3.2 Knowledge of Procedure

Figure 5 shows that knowledge of pro-
cedure resides In Internal memory.
Other than manuals for operating partic-~
ular types of equipment or for format-
iing procducts, there Is almost no docu-~
mentation on the detailed procedures
usad in perforining analysis. Such pro-
cedures are conveyed to the analyst
throcugh on-the-job {training. The neo-
phyte analyst generally gains profi-
clency by working ciosely with axperl-
enced analysts who provide assistance
and immediate feadback on perfor-
mance and answer questions on tech-
niquas and Interpretations. This face-
to-face iearning relationship is very
widespread and recognized as assential
in intelligence analygis. It is referrad to
by some experienced analysts as the
“oral tradition” of learning intelllgence
analysis,

The oral tradition for lsarning tha pro-
cedural intricaclas of Intelligence
analysis emphasizes the Iimportarce
of informal face-to~face communica~
tions.

In this regard, it is important that ths
analyst develop confidence In the abll-
ity to analyze and at the sama time
remain comfortable about asking

questions of colleagues when uncertain,
since this process continues to be part
of many analytic problem-solving situa-

tions. The shared group value for “ego-

less® problem-solving axchanges was
frequently obaserved.

6.3.3 Know!edge of Accepted Judg-
mental and Analyticel Criteria

The priorities and significance of
analytical results ~re established
through cooperation between the intelii~
gence organization and the client. At
the strategic level many cf these cri-
teria are fong-lived. In tactical environ-
ments, the analyst Is frequently
required to make judgments of changing
significances and can therefore profit
from frequenily renewed contacts with
clients, in particular the unit com-
mander.

6.3.4 Knowledge of How to Get More
information

The analyst nurmally works as part of &
group of co-located analysts who share
the intelligence production workload and
operste as a team-memory resource for
one another. As indicated by Figure 6-
1, colleagues are the most immediate
source of knowledge after the internal
memory of the analyst Is exhausted. In
the operation of several Intefligence
fusion groups during tactical exercises,
it was observed that specific areas of
memory raesponsibility were designated
to Incdividual members of the analytical
team. An analyst assigned a specific
content area was responsible for col-
lecting, reviewing, and remembariig or
maintaining availabliity of all infarmation
pertinent to that area, as weli as brief-
ing the fusion team chief wher neces-

sary.

Association wlfh experienced analysts
iIs ths major source for gaining

knowladge of whera to find information.
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Analysts develop contacts from past
assignments or training courses and
retain informal communication with those
contacts. Mission-defined units of
Intelligence organizetions are not large,
and analysts with wide experience are
well known in both tactical and stra-
tegic settings.

Mcst analysts supplement personal
memnory with a "shoebox" of specific
refurences, keys, training material, etc.,
which are of use In the particular
asslgamamt. Theve I8 no obvicus con-
sistent similarity between the shoe-
boxes of different analysts,

Camputer data bases, such as those of
the DIACLS/COINS network of the
Dafense Intelligence Agency, are widely
accessibife in strategic Intelligence
facilities and are indirectly accessibia
to tactical unite. These computer data
bases greatly extend the ability of the
antlyst to draw on previous analytical
work and erchival data.

6.3.6 Knowledge of Collection Capabil~
ities

Knowledge of collecticn capabilities is
important to the analyst for two main
reasons:

1. To provide judgmental criteria
regarding strengths, limitations, and

possible artifactual aspects of
various collection mea:s, and
2. To provide realistic knrowledge

about means aveilable for acquiring
information unavallabie In elither
internal or axternal memory.

In most production situations, analysts
are isolated from the functions of actu-
ally planning collection activities and
managing collection resources. How-

ever, there Is a growing consensus that analysis).
the generlc functions of intelligence
production and collection management
- 65~
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can be nerformed more effectively with
somewhat closer coordination between
the two tunctions. As a result, it is
sometimes yhund advantageous in the
tactical environment for the intelligence
analyst to be Involved in development
of the collection plan at the early
stages of deployment, and to provide
continuous feadback on the quality of
collected data. For example, a SIGINT
analyst who understands the limitations
of el ctronic signal detection has a
better perspective on the reliability of
producing regular inteiligence products
for the commander. Similarly, the IMINT
analyst who understands the problems
of the reconnaissance pilot has more
accurate expectations of the complete-
nesa and accuracy cf imagery missions.

§.4 Personality Attrioutes of the
ldeal Analyst

The attributes of the ideal analyst
offered by analysts interviewed during
the course of this project are summar-
Ized as follows. The ideal analyst:

o Is a technologist.

o Is focused (cither a specialist or
generalist, not both}.

e Is an iInformation er.trepreneur (as
described earliar).

e is comfoi table with changing roles
as eapprentice, reer, trainer, or
consuitant.

e Cen comnwnicite (written and
oral).

e is a dotentive.

o is imaginaiive.

o Is self-atarting/self-organizing.

e Has a profassion (irtelligence
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o Has related hobbles or technology
" Interasts.

B s Al

o Prefers analysis to manaaemeht.
? e Can perform muitiple, concurrent
: activities.
! » Is individualistic,
b e Is self-confident. l
[ » Is a historian. 3
; & Has a photographic mamory.
‘ This list refiects how analysts feel
‘ about themselves. Professionalism s
apparent at all skill levels. The most
: frequert complaint was that tactical
unit asgignments do not provide an
‘!_ active mission or an adequate access .
4 to real data and support facllities to.
: maintain and extend professional skiils. 'z
i ;
; :
1 ;
| |
3
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L
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6. THE COGNITIVE MOREL
8.1 Cvervisw

The cognitive model presentad here
summarizes sslected aspacts of cogni-
tive functioning that appear to be of
central importance to the processes
involved In intelligence analysis activi-
ties. Each aspect has also been the
object of laboratory verification in the
field of experimental psychology.

The cognitive model is un abstract
description intended to summarize and
account for behavioral and psychologl-
cai observations and their relationships.
The modei serves to describe interre-
lated processes that occur inside a
person's head when performing Intelli~
gence analysis. Cognitive processing is
a continuum--some is superficial and
some very deep. During superficial pro-
cessing the Iindividual is sometimos
aware of the processing and sometimes
not; during deep processing the indivi-
dual is sometimes aware of the pro-
Whether
accomplished within or outside awars-
ness, cognitive processing is a dynamic
interplay of information from the senses
and from internal memory,

The cognitive model presented here
focuses on the flow of informution
through the cognitive “system".
describes inputs and processes operat~
ing on those inputs to produce cutputs.
The inputs mey come from the external
world or from Internal memories. The
model as presentad does not account
for all known phenomena or describe all
known processes in exhaustive datall,
It does provide a framework for under-
standing cognitive processes in intelli-
gence analysis.

The cognitlvo model is summarized by
the foliowing three points:

1. An Individual's initlal cognitive pro-
cessing of information from the
environment Is conducted within a
few tenths of a second by mechan-
ixms operating ou*=ide the
individual’'s awareness (termed
*automatic* processing.) As dep-~
fcted In Figure 6-1, Information
entars through sense organs (eyes,
ears, etc.) where it is converted to
nerve impulses by automatic (out-
side awareness) processes and
conducted to the brain. There, an
automatic process rapidly compares
the raw sonsory [nformation with
information patterns aiready stored
in the individual's memory. This is
the COMPARE arrow In Figure 6-1.

When a gross match is found, parts
of the raw sensory pattern are
automaticslly : elected because of
their similarity to features of the
memory pattern and ars combinad
viith other elements uf the informa-
tion pattern from memory, shown in
Figure 6-1 as the CONSTRUCT
arrow. The resulting pattern of
combined information, still ocutside
awarenaes, cong.itutes the initial
version of *meaning" (of a visual
scane, of a pattern of sound, of a
tactile pattern, aetc.) Thus, all initial
meanings represent active con-
structions perfermed by cognitive
processing mechanisms operating
outside awarenaess. As already indi-
cated, such conxtructions are ordi-
narily accomplished within a few
tenths of a srcond.

2. Many Initial meanings remain out-
slde awarenass and trigger »at-
terns of highly practiced adjust-
ments that are aiso carried on out-
gide awareness_ Automatically
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Figure 8-1. Cognitive Modu! Overview

constructed Initial meeanings form
the bases for generating uware-
ness (when awereness occurs) and
for the initial selactive focusing of
attention on certain aspects of the
aware experience. Such
responses include automatically
ignoring information as Irrelevant,
uninteresting, or completely
exnecied.

The central cognitive function con-
sists of a continuous cycling of the
COMPARE/CONSTRUCT process,
with each cycle accessing the
individual’'s memory. Each cycle
causes some modification of the

-68-2 -

memory-storage structure of the
particular contents accessed. The
modification of memory occurs
regardless of whether memory
information Is used only for
automatic processing outside
awareness or s used also for
deeper processing at progrussively
higher levels of awareness (such
as paying close attention, studying
a situation, thinking, decicion mak-
ing, and problem: solving.)

Three main types of Information
modification occur as products of
the functioning of the basic
compara/construct precess: '
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® sensory Information filtering,

o memory information consolida-
tion,

e memory access interference.

Anatysis of an individual's experi-
ences in terms of these modifica-
tion mechanisms can provide pred-
ictions about cognit e Iinformation
processing behavior to be
expected from that Individual.
Thus, atthough individuais have lit-
tle conscious contro! over the func-
tioning of their memorias and per-
captions, the predictable rdiation-
ships between experience patterns
and information modification
mechanisms can be used to predict
and control the functioning of
memory and perception.

The main cognitive functions just
described are produced by basic, ele-
mental processing dynamics operating
through a structure of underlying cogni-
tive capacities.

To summarize: Human cognition may be
characterized as a set of interrelated
processes which operate on avallable
information. "Analysis” Involves the
assignment of meaning to incoming and
praviously stored Information. The
descriptive model of analytic behavior
developed here builds on an under-
standing of some of these basic cogni-
tive processes to explain analysts’
interpretation, storage, and recall of
information. At a very general leve! the
model describes the dynamic interplay
between incoming information and previ-
ously stored Information (i.e., internal
memories). Processes which are cen-
tral to this interplay are the
COMPARE/CONSTRUCT sequence and
the memory modification cycle involiving
filtering, consolidation, and access. At
a more detalled level the model

1 TR P SR AT R

uascribes the functioning and imglica-
tions of these processes and undearlying
processing dynamics.

In the following paragraphs, memory
modification mechanisms are described
first, followed by an account of the
underlying structure of cognitive capa-
cities and elemental processing dynam-
ics.

6.2 Information Contents Modification
Cycle

The COMPARE/CONSTRUCT processing
of information depends upon elemental
cognitive processing dynamics (to be
described later) which operate continu~
ously during wakefulness. The elemen-
tal aynamics support three information
modification mechanisms that operate
on the scensory and memory information
used by the compare/construct pro-
caess, Since Information from the
sensas and memory constitutes the raw
material upon which intelligence
analysis interpretations and estimates
are based, the information modification
mechanisms have important implications
for understanding and predicting the
orientations and nature of analytic
interpretations and estimates. Figure
6-2 diagrams the information contents
modification cycle.

Sensory Information

FlIterlna \

Memory Contents
Consolidation

Memory Access
Interference

Flgure 8-2. information Contents
Modification Cycle.
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The cycle is composed of three
mechanisms: sensory information filter-
ing, memory contents consolidation, and

" memory access Interfarence, all of

which are described below.
8.2.1 Sansory Inf rmation Fittering

The sensory Information filtering
mechanism is composed of two comple-
mentary functions: selectivity, and
gensralization,

6.2.1.1 Selectivity Filtering

Selectivity machanisms approach filter-
ing from the viewpoint of answering the
question: Which aspects of the raw
sensory information pattern are signifi-
cant? The compare/construct process
outlined in Section 6.1.1 compares the
raw sensory input for similarity with
existing memory contents. An adequate
gross match is usually found quickly,
and the sensory input Is relegated to an
existing gross mental category.

Thus, the initial compare/construct pro-
cess often ignores (passively rejects)
significant information In the raw sen-
sory Input that in fact does not fit (at a
deeper, more detalled level of analysis)
the mental category assigned to it. If
the overall first impression of the sen-
sory Iinformation pattern Is a good match
with gross features of existing memory
contents, disparities between the sen-
sory pattern and the memory information
pattern at more detailed levels often
have no chance to enter awareness.

Polarization filtering is a wvariation of
the selectivity fiftering mechanism, in
which an expectation that has been
established usually Increases the
accessibility of memory contents
related to that expectation (l.e,
memory Information related to both con-
firming and denying it). This produces a
polarization effect that focuses more

attention on the features of the expec-~
tation, thus passively rejecting other
potentially important Information that
happens to be irrelevant for corfirming
or denying the axpectation.

The polarization effect can bring posi-
tive results when unfolding events
correspond to expectations and nega-
tive resuits when avents are unrelated
to confirming or denying expectations.
Polarizing effects are stronger when an
expactation Is implicit (l.e., Is unexam-
ined or unquestioned In awa eness).
Explicit questioning of expectations can
raeduce polarization.

8.2.1.2 Generallzetion Flitering

Generalization mechanisms approach
fiitering from the viewpoint of answer-
ing the question: How much and what
kind of similarities are required to
recognize things as the same? The
confident use of knowloedge depends on
being able to generalize from experi-
ence. Success in applying past experi-
ence (memory information) to the
present depends on the validity of ger-
eralizations employed between the past
and the present. The effective use of
generalization is a fundamental and
inescapadle aspect of dealing success-
fully with the world. The elemental pro-
cessing dynamics and basic capacities
of the cognitive model (to be described
later) provide the bases for identifying
three main types of mechanisms for
filtering by generalization: tolerance,
analogy, and fill-In,

8.2.1.2.1 Tolerance Generalization

In tolerance generalization, a slot in a
memory storage frame (see discussion
accompanying Figure 6-5) Is filled with
new raw sensory information matching
that slot. Goneralization can occur
depending upon the tolerance matching
criteria of that slot. Since memory slots
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are organized hierarchically by increas-
ing levels of detall of information stored
there, tolerance reguirements for
matching grow more stringent at the
deeper, more detailled levels of a
memory slot. Of course generalization
may be valid or invalid at any level, but
jooser tolerances Increase the chance
that raw sensory Information is inap-
propriately generalized.

The mechanism of tolerance generaliza-
tion usually operates outside aware-
ness. Deeper, more thorough cognitive
processing that involves more time
aspent in highly focused aware compari-
son between sensory information and
memory information can prevent some of
the errors introduced by the tolerance
type of generalization.

8.2.1.2.2 Analogy Generalization

In analogy generalization, comparisons
of similarity are made between the pat-
tems of relationships connecting the
slots of different memory contents
storage frames. For example, the

memory Iinformation about very different

soclal organizations can be comparead in
order to generate analogies between
organizational hierarchy structures; or
memory contents depicting the relations
between pressure, flow volume, and
plpe diameter for water can geneorate
anelogies to memory contents for the
refations between voltage, amperage,
and c- luctance for electricity. The
udii*- - f generalization by analogy
depends partly upon the actual rela-
tional equivalences bet /een the real-
world referents for the analogy, and
partly upon the valldity of the Infer-
ences drawn on the basis of assumad
relational equivalencus. The mechanism
of analogy generalization often
operates outside awareness.

6.2.1.2.3 Fill-in Generalization

in 71ll-1n generalization, missing parts of
the raw sensory pattern are filled in
from similar chunks of information in the
memory frame sfot. If the reasons for
missing parts of a sensory information
pattern are Implicitly understood,
(elther because they are obvious or
because of insufficient consideration of
the fact of missing Information), the
flli-in is often automatic. The resuits of
fill-in are advantageous If sufficiently
correct and disadvantageous if based
on faulty assumptions. Careful exami-
nation of assumptions about missing
data can raise the level of awareness
used in fill-in processing.

8.2.2 Memory Contents Consolidation

Memory contents, including information
recently passed through the filtering
process and stored, are consolidated
(l.e., made more accessible and vivid)
as a joint function of the frequency of
processing and the amount of atten-
tion used In the processing. Thus, more
frequently encountered, important
types of experiences upon which signi-
ficant mental effort are expended
be :ome more vivid and Iimmediately
accessible in memory.

The Increased accessibility and vivid-
ness of particular wemory contents
increases the likelihood that they will
be used as filtering criteria In
comparing/constructing future, some-
what similar raw experiences (versus
using equally appropriate or more
appropriate memory contents that are
less accessible and less vivid). For this
reason the contents consolidation
mechanism can have important implica-~
tions for the accuracy of analytic
interpretations and estimates.

it the results of the consolidation
mechanism match the realities of future
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events to be Interpreted, the effects of
consolidation are advantagsous; if not,
the effects are a disadvantage. Long
term static conditions tend to increase
the favorabllity of resuits from the con-
solldation process, while eras of rapid
and significant change do not.

The caricature affect is a type of dis-
tortion that can result from the process
of consolidation. Mental rehearsal of an

the situation is such that novel ele-
ments of an experlence are accurate
portents of a future simllar event, the
caricature effect may provide help In
interpretation when it arrives. if not,
18 caricature effect can be an impedi-
ment to accurate Interpretation, espe-
clally If the Interpretation must be
based on incomplete data.

The cericature effact is a special "no
new information® versicn of the consoli-

experience, rumination about an experi-
ence, and problem-solving thinking
about ai. axperience can Increase the
accessibiicy and the vividness of the
particular memory contents related to
that experience. Given no additional
external information about a certain
experience, continued rehearsal, rumi-

T P o

dation mechanism (the latter being
based on repeatad instances of a cer-
tain pattern of external experience).
Since the caricature effect depends
partly on the experience of initial
surprise followed by a situation favoring
the Intensive use of unshared and
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nation, and thought tends to emphasize
and deemphasize various aspects of
the memory of that experience.

The result of emphasis and deemphasis
Is to “normalize” usual or expected
aspects of the memorv and to exag-
gerate unusual or unexpected aspects,
with usuainess/unusualness being
judged in relation to the rest of the
overall memory structure. That is, the
consistency or usuainess between
some of the contents of the particular
memory ant the balance of memory con-
tents may be exagger. ted beyond their
original consistency, and the disagree-
ment and Iinconsistency in other parts
of that particular memory may aiso be
exaggerated beyond their origina! con-
dition.

Since the combined results of thece
processes tend to produce a memory
that Is a caricature of the original con-
tents, the result has been termed the
caricature effect. This effact tends to
feed on the elements of unusualness
and surprise and to overweligh these
elements as compared to the more
expected elements of experience. If

unaxamined rehearsal and rumination,
the conditions for predicting and con-
trolling the caricature effect are at .
present only partially understood.

6.2.3 Memory Access Interference

Memories for very simllar experiences
can interfere with one another during
memory access, slowing access and
making It less reliable and less accu-
rate. (As Indicated in the diagram of
the modification cycle, such interfer-
ence can have strong effects on the
memory Information available for the
filtering stage of the next cycle.) The
two main interference effects can be
termed the Intervening similarities
offect and the similarities saturation
effact.

68.2.3.1 Intervening Similarities
Effect

The requirement to access a memory of
an earller event may be either of two
types: requirement for recall or
requirement for recognition.

® Recall consists of, for example,
responding to the question "What
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kinds of vehicles were present In
the Imagery you viewed before
lunch yesterday?" That is, recall
consists of accessing memory
contents for a focus of attention
of an earlier axperience, based on
recelving a name or description of
the situation w'thin which that
focus of attention was experi-
enced

® Recognition consists of, for exam-
ple, responding to the question "is
this frame of imagery one of those
that you viewed before lunch yes-
terday?" That Is, recognition con-
sists of accessing a memory for an
earller situation within which
currently presented specific infor-
mation was experilenced as the
focus of attention.

For both recall and recognition, highly
similar experiences that have inter-
vened between the original experience
and the current requirement for memory
access tend to Interfere with the
accessibiiity of the original memory
materlal; the /Intervening similarities
effect creates Interference with
memory access for both recall and
recognition. Thus an analyst processing
many messages of very similar contents
from the same domain, under constant
conditions an1 over an extended period
of time, Is uniikely to be able to recal
the specific messages processed dur-
ing a certain period of time. Also, the
analyst may not be able to recognize a
specific message presented for re-
examination as having ever been pro-
cessead.

when the intervening similarities type
of memory access Interference must be
circumvented and can be anticipated,
recourse to external memory aids Is the
only currently effective solution,

8.2.3.2 Simliiarities Saturation Effect

Concentrated repetitions of highly simi-
far experiences cause proliferation of
many highly similar memory contents in
related areas of memory. The
increased difficuity of comparing across
and discriminating between many similar
memories causer r=Zicec speed and
accuracy In the compare/construct pro-
cessing of each new related experl-
ence. It also interferes with rapid and
discriminable storage of the similar new
axpe ences in memory.

' The similarities saturation effect can be

lessened by providing the Individual a
chance to refocus attention on dif-
Terent memory contents for a period of
time, thus allowing the Interfering
memories to become less vivid and less
immediately accessible. When the
recovery phase has been accomplished,
capacity is again available to learn new
discriminations In that area of memory.

The intervening similarities and similari-

ties saturation form: of Interference

with memory performance are predict-
able cognitive mechanisms of informa-
tion processing. They operate to
weaken and diffuse the Iinformation
avallable from memory by affecting the
speed, reiiabllity, and accuracy of
access to memory contents. As indi-
cated by the diagram of the modifica-
tion cycle, such weakening and diffu-
sion can changs the pattern of memory
contents that will be used as filtering
criterin for the next cycle of experi-
ence and memory modification. '

To summarize: Memory contents sub-
stantially determine the Individual’s
automatic responses to, as well as
aware experience of, new information.
At the same time, the functioning of
memory and of perception is not under
the direct consclous control of the
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individual. Nevertholess, three poten-
tially predictable and controilable cogni-
tive machanisms operate in a cycle to
modify Information contents avaliable
from memory. Since memory contents
provide a farge portion of the informa-
tion used in making many Intetligence
analysis interpretations and estimatass,
the information contents modification
cycle is an important concept for sug-
gesting ways to improve Iinteliigence
analysis.

As part of this cycle information is tii~
terad, consolidated and otharwise modi-
fied. Selective filtering may operate to
gnore (filter out) aspects of information
that are disparate fron stored informa-
tion. Polarization, stemminjg from
expectations that have Leen esta-
blished, may iIncrease the chance of
processing Infcrmation that would oth~
erwise have been fiiterad, but it may
also lead to filtering of other information
not directly related to confirmation or
denial of the expectancy. Generaliza-
tion Is an Iimportant machanism which
operates during the filtering procass.

Information which has passed from the
sanses through the filtering process is
consolidated with preexisting informa-
tion contents. The consolidation pro-
cess provider a higher degree of
access to information frequently called
upon. However, R also may lead to
various distortions of the Information.
Memory access Is also affected by the
structure of memaory (the relationship of
various kinds of information In storage).
Attempts to recall {remember) informa-
tion frequently encounter Interference
rasulting from uravoidable confusion
with similar information. It should be
notad that these e'fects may be due to
distortion during tt. Initial storage pro-
cess (the Informatiun was never stored
as a discriminable item) or during the

retrieval process.
6.3 Structure of Cognitve Capacities

The structure of basic cngn'tive capa-
citles consiats of informaticn storage
and routing facilities and their relation-
ships, while the elementul processing
dynamics consist of mechanisms for
transforming luformaticn as (it flows
through the basic structure. From left
to right, the column headings of tigure
6-3 depict the main components of the
cognitive structure and their relation-
ship to the analyst environment (the
extendaed work setting):

1. Analytic Work Setting, Including
External Memory

., 2, Analyst’s Senses
3. Analyst's Sansory Buffer -
4. Anaiyst’s Processor Structures

6. Analyst’s Internai Memory

Each Is described briefly below.

"\ ,
6.3.1 Analytic Work Setting and E xte. -
na; Me:nory \ ¥

Column 1 of the diagram In Figure 3-3
depicts the work setting, whic con-
tains many information channals “1f “hw
kinds shown in Figure 4-1. inforaation
may be avallable through media suth as
face-to-face or telephone ca’versa-
tions, printed materials, computer-tased
displays, etc.

68.3.2 Senses

Varicus senses (vision, heavil;;, toush,)
in column 2 are the means by ' hich all
information from the environinen' anters
the cognition of the analy.t. Each
sense type can be distinguistixc' by its
receptor organ, the typa of er.wriance
produced by the sense, the type of
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Figure 6~3. Cognitive Structures and Informction Flows 1
physical energy to wiich the ssnse older Information after a certain
organ responds, and the iInformation- (small) accumulation in the buffer
carrying capacity of the sense. has been reached.
: 6.3.3 Sensory Buffer o There |s partial paraliel storage
This capability (depicted in column 3) ::' d’:::::: :::;?s ! T;:::: fg:
accepts raw information from the y ory, g

muscular senss Inputs outside
awareness and attention can be
recaptured by shifting the current ’
focus of attention from, for exam- : :
ple, the visual to the auditory. :
(The reader may be able to recap- ;
ture unnoticed recent sounds.)

senses and makes It avallable to the
rest of the cognitive structure, whife at
: the same time preserving the informa-
N tion for a short time after cessation or
change in the sensory input. The buffer
has several characteristics:

T~ A

\ ® It operates like a "push-through*
store: New Information from the
sen3zes replacea or forces out

‘o Storage lite is very limited: From
one-half to two or three seconds
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is typical.

e It may be "commandeered”: Large
changes in stimulus Intensity for
one type of st'nulus can "swamp”
the buffer capacity and momen-
tarlly eliminate the traces of other
types of atimull from the buffer.

o Buffer contents are OUTSIDE
awareness: Buffer contents nor-
mally enter awareness only aftst
they have been
compared/constructed with con-
tents from memory (l.e., are made
meaningful) and often not even
then. Thus, the focusing of
attention (the choice of which
sensdyry channel and material to
attend to), is often accomplished
outside of awareness. That is,
tho focusing of awareness and
attention is accomplished both by
processes within and processes
outside of awareness.

6.3.4 The Procassor Structures

Column 4 of Figure 6-3 contalns
COMPARE/CONSTRUCT processes which
operate to transform the Information
flowing from the sensory buffer to the
memory, and to route It back to the pro-
cessors. Threes processor strn lures
are shown. The

1. Awareness and Attention Processor
genarates awarsness and attention
" for Information that flows through it.
Conversely, all Information flowing
cutside this prccessor Is outs. le
the Individuel's awareness and
attention, and thus Is processed by
the:

2. Outside Awareness Processor which
has a larger capacity than the
awareness and attention proceasor.

3. Executive Actions Processor sup-
ports the production of external

behavior.

These three procecssors combine their
functions to produce:

1. External bahavior within Individual's
awareness.

2. External behavior outside
individual’s awareness.

3. internal, unobservable bahavior
within individual’s awareness.

4, Internal, unobservable behavior
outside individual's awareness.

6.3.6 Memory

Coiumn 6 represents the overail
characteristics of human memory as it is
usually understood. It is critical tc an
understending of human memoty and of
cognitive processes to realize that
memory and thought are highly struc-
tured. Without categories and con-
cepts, an individual would be unable to
deal with incoming and stored data. A
major aspect of the cognitive model,
then, is the structure ot memory,

e There s a high degree of
correspondence between the
categories of information available
in the work setting and the
categories of Information In
memcry.

e For each category of analytic-
relevant information cuantained in
storage memory, there Is also
corresponding memory information
indicating the avallability (or lack
of) supplementary information of
the same category In the work
satting.

e The accessibility of contents of
memory varies with respect to
spead of access, reliability of

- 6-10 -
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access, and level of detail of
Information avallable. The overall
dimension of accessibliity ls dep-
Icted In the diagram by the scale
shown at the bottom of column 6.
Highly accessible contents are
depicted as “cluser” to the pro-
cessor structures that will use
them.

e Memory contents vary with
respact to the amount of time
they have been In storage.
Although storage times are on a
continuum, memory researchers
have found it convenient to desig-
nate recently stored and/or
recently accessed and re-stored
contents as being in "working” or
medium-term memory. Contents
with long storage lives and less
recent accesses and re-storage
are designated as in “long term"
memory.

e The amount of information poten-

. tially available from long term
memory is much greater then In
working memory. On the other
hand, as ind'cated by the accessl-
blity scale in the diagram, the
information In working memory s
more accessible than that in long
term memory.

The storage structure of memory Is uni-
form across its working and long term
portions and across all categories of
contents. The structure Is bulit up from
“chunks” of experience that are fitted
into the “slots™® of memory "“frame*
structures, as follows: '

e An experience is organized as an
Instance of a type of something, .
occurring within an /nstance of a
type of background setting (l.e.,
organized as instances of "figure"

- 8-11 -
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and “ground"); for example, a
truck figure In a camoufiaged
position background or a division
figure In fleld maneuvers back-
ground. The figure and the ground
can be thought of as two gross
“chunks” Into which the experi-
ence is divided. Figure and ground
chunks are often further divided
and expanded Into chunks at
greater levels of detail (analogous
to the effect ¢of & zoom lens in the
visual reaim).

The storage structures of memory
consist of frames, each composed
of a pattern of slots connected by
links. Each slot represents a cer-
tain category of experience
chunks already stored in memory
and is organized hierarchically by
increasing level of detail of the
experience chunks stored in it.
The examples in Figure 6-4 pro-
vide phrases describing informa-
tion category chunks stored in
memory frame slots, with progres-
slvely mors detailed chunks at
lower lavels in the lists.

A link In a memory frame is a spe-
clal kind of siot that represents a
certain type of relationship. For
example, possible relationships
linking two slots designated A and
B would be:

A: Is part of B; succeeds B;
occurs with B; implies B; is a
subclass of B; is a functional
equivalent of B; is synonymous
with B; Implies NOT B; was
acquired with B; Is assoclated
with B; A and B are: parts of C;
subclassas of C; etc.
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VISION

Vehicle
Tracked vehicle
Light tank
Topside

Turrat

Turret hatch

HEARING

Moving vehicle sounds
Tracked vefhiicie sounus
Particular motor sounds
Particuiar track sounds
Combined Tank sounds
Sounds of Specific Tank

Figure 6-4. Example: Hierarchies of information Storage Chunks

Thus, both slots and links are
ceaiegories of experience chunks
alreedy stored in memory, the
categoiies each having a toler-
ance limit for accommodating simi-
lar naw chunks of experience.
Each new experience is
raepresented as ar “instance™ of
the category, with content varia-
tions appropriately appended.

o The contents of memory arac out-
side awareness until they are
accessed by the swarsness and
attention processor. Ordinarily,
whan being accessed by the
awaraness end attention proces-
sor, the chunks at various fevels
of detall iIn a memory slot are
“opaque®™ to one arother; l.e., two
different levels of detall from
memory do not occupy awaresnoss
Jimuitansousty.

Figure 6-5 diagrams an example of a
memury frame. Each of the two-way

arrows represents a link betweun a pair
of figure-in-ground slots. While all pos-
slble relationships between slots have
been depicted in the diagram example,
many potential rei:tionships between
siots In actuai memory frames may be
non-existent. The contents of slots in
the example were aolected somewhnt
erbitrarily from a larger set of possibili-
ties, to help shed light on the concept
of a memory frame, as follows:

Time locale slot: stores a time
trace organizad in terms of
“before and sfter” relationships
batween chronoicgical anchoring
points for significant events, and
being more fine-grained for recent
experience.

Sensory siot: Often rontains vague,

gensral chunks for aensory
experiencas of vision, hearing,
touch, taste, etc.; this is aspe-
clally true In cases o more
abstract experiences involving

-8-12 -
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enced motorcycle wccldent may
include vivid senscry chunks in
that memory storage slot.

Valuative/affective slot: Crntains
chunks representing vaiue conno-
tations such as goodness or bad-
nass, strength or weaknass, and
dynumic or static, as weli as omo-
tlens such as affaction, anger, or
fear.

69 R e m— o s i 1 ARERGIARE. 3.
P | IR e e e R s
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: -]
a®or
i ~ AFFECTIVE/
sLoT \’/ﬂ#ATIVE
_ /
DEHAVIOR CATEGORIES/
PRODUCTION RELATIONS
sLoy SLOT
PROCECS
FATTERN
SLOT
Figure 8-6. Example of Memory Frame Structure
informution  communicated via Linguistic categories/relations
languagsa or other symbols. On ths slot: Contains chunks representing
other hand, the memory of, fur tinguistic/semantic descriptive
example, a personsily exper- categories and relations. Experi-
ences originally conveyed via

language and other symbols, and
experiences that the individual
has talked or written about, are
more likely to have vivid material
readlly accessibie in this slot.

Process pattern slot: Contains

chunks representing "“piocess
phenomena” in which the particu-
lar linked Instance of experience
Is understood as one step or
stage of a larger, time-distributed
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process not directly experiancad
in the situation. The chunks n
process pattern slots are a main
scurce of sxpectations.

Behavior production slot: often
contains little or nn material, In
instances whera a type of experi-
ence Jdemands exiernal behavior,
a chunk reslding in this slot pro-
vides the outlines of "vlans" for
producing the required behavior.

Memory frames are the basic building
blocks for higher-order storage struc-
tures of memory:

e A frame may opeiate as a slot in
enother framae.

e Superframes (systems of frames)
develop, which systomatite the
storage of experience In terms of
conslstencies based on simiiarities
between frames as well as other
types of relationships bsetween
them,

To summarize: Raw Informaticn from the .

sanse organs flows through the sensory
buffer whero It Is retained only long
enough to be accepted by the
COMPARE/CONSTRUCT processes, initial
phases of wiilch operate outside
awerenase. These processes rapidly
and automatically COMPARE the infor-
matlon Input with patterns of information
already stored in memory, and CON-
ETRUCT a mesning (a responsa) from &
combination of the Input and moemory
imurmation. The Initlal construction of
meaning takes place outside awarenexss
within tanths of a second. The meaning
may then be used to elicit actions, it
may cbtrude into awareness and drive
thought processas, It may remain out-
gides swareness and result In automatic
adjustive reactions, or any combination
of these. . !
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Memory may be conveniently divided
into & "working” memory, which storas
current information for shurt durations,
and “long-term®" memory. Information in
boih parts of memory Is stored in pat-
turns called frames, which consist of
siots, nodas, or chunka connectad by
finks. The Information In sglots s
arranged hierarchically by leve! of
Jdetall and specificity. The information in
links represents types of relationships
that hold be*weaen the information con-
tained in the slots. A frame may
comprise a slot in a larger, more incor-
porative frama, thus allowing for very
complex memory structures to ‘e
developed.

6.4 Eiem=nta! Dynamic Processes

A brain trace ra}:resentlng an experi-
ance chunk exists in the form of a
neural code; colors and aounds them-
selves do not exist in the brain but are
rapregented there. reurochemically.
When stcored i memory, the information
represented by such a code ie dormant.
Ve a trace representing a chunk in
memory is activated and tha informatiori
represeited by tho trace is used in
proceseing, the action is referrad tc as
decoding the memory trace. Con-
varsely, when an listance ¢! an experi-
enca chunk i3 stored in memory In the
form of Inactive brain traces tha action
is referrad to as encoding the axperi-
ence. Matching Is comparing trece
godes for similarity. A match Is an
‘dentified simitarity betwoen codes.

The baslc compare/construct process
describad eerller (see Figure 8-3) is
made up of mors elamental dynamic
procasses consisting of a behavioral
saquence 07 matching, Jocoding,
matching, and encoding steps (MDME
for Match Decode Match Encode). The
MDME processes cperate on the infor-
mation flowing from the sensory buffer

-3-14 -
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to the memory and back to the proces-

structures. In brief, In the MDME

sequencs, sansory information v the
form of neural impulses Is:

matched grossly against mamory
information. The memory Informa-~
tion activated as grossly similar is
then

decodad to a depth sufficient to
ensure the degree cf secondary
match necessary Iin the particular
situation. This compare/constrict
piocass produces a new configur-
ing or “chunking" of infcrmation,
which Is

encoded in the form of naw pas-
sive brain traces.

The newly constructed chunk of
inforzetion also flows to other
parts of th. cagnitive struccure In
the fterm of a [Decoded Memory
Return (DMR). The CMR may flow
tn tha awaraness and attention
processor where it may program
external Lahavior within awareness
and/or match esnd deacode other
memory contents, including aware-
ness of "no significant change.”
The awareness processor has a
limited information processing capa-
city, end can focus clote attention
on only one lavel of detail of ar
experience at a time.

I thought and problem solving, the
DMR often originates in cognitivs
activities stimulated by mamory
contents rather than by Information
from the sensory huffer.

The DMR may also fiow to the exe-
cutive actlons processor, where it
operates, in coerdination with other
behavioral! plans inforination from
memory, to program patterns of
axterne! behavior. The executive

7

actions processor may operate in
conjunction with the awareness
and attention processor to produce
aware, deliberate forma of external
dehavior. More commoaly, howsver,
the exscutive actions processor
operstes outiide awareness to
produce autometic externag!
bahavior in response to DMRs.

Undar apecial conditiona, raw infor-
mation from the sensory buffer may
momentarlly force Its way Into
awarenass before being procassed
through memory by the MDME
processes. As & rasult, thera |s
momentarily no DMR, and the raw
sensory information Is therefore
experienc+d as meaningless.

To summarize the MDME processes;
Seaveral points for application to discus-
slons in the chapter foilowing can be
drawn:

-6-16 -
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s The awarenusss/attention proces-

sor has a limited capacity com-
pared to MDME processas operat-
ing outside awareness.

o Al information in normal awareness

has been flitered and filled In from
memory contents by processes
usually outside awereness.

® Sensory data from the external

world has no meaning unless fil-
tered and fllled In from memory
contente by procecses operating
initially outside the Individual’s
awareness.

® Factors that form and control sen-

sory perceptions and attention are
mostly outside the individual's
control. This is also true of
rememboring and thinking; Indivi-
duals cannot force their thought to
contain exactly the desired con-
tents.
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To summarize the cognitive model:
Memory contents suuostantially deter-
mine the individual's automatic
rssponsea to, as weil as aware experl-
ence ¢!, new Information. At the same
¢ time, the functicning of memory and of
perception Is not under the direct cons-
clous control o0f the individual.
Naovertheless, three potentlally predict-
able and controllable cognitive mechan-
isms operate in a cycie to modify infor-
mation contents avallabla from memory.
$'hce memory contents provide a large
portion of the information used In making
many intclligence analysis Interpreta-
tione and astimates, the information
contents modification cycle is an impor-
tant concept for suggesting ways %o
improva intelligence analysis.
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Memory contents are stored hiersrchi-
3 cally by lavel of detall, with gross
foatures and outlines of nformation at
) shalicwsi, more accessible levels of
3 storage, and fine details at deeper iav-
] als. A central compare/construct
mechanism matches Incoming raw sen-
aory Inputs to similar memory contents
and actively constructs a compasite
return which drives behavior and
experiance. The compare/construct
mechanism eilso matches inputs from
cne part of memory with those from
another, thus allowing thought and prob-
lem solving without external stimuli.
The« basic memory storage frame struc-
ture composed of slots and links allows
for very fexible, complex etorage
st~uctures comprising super-frames and
memory systems. The strategies &nd
Jjudgmental criteria used by the action
executive processor and the aware-
ness and attentiocn processor are them- ‘
A slves composed of contents from com-

3 plex memory structures.
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7. THE COGNITIVE MODEL IN THE ANA-~
LYTIC WORK SETTING

This section reviews the results of sur-
veying the analytic work settings in the
light of the cognitive model Jjust
presented.

7.1 8Special importance of Memory

A main theme of the cognitive mode! |a
that, in normal psychological functioning
in everyday environments with "ideal®
outside Information, the balance o
information used from memory and
rrcelved from the outside favors
.85~y much more than casual obser-
vation would lead one to suspect. In
many kinds of Intelligance analysis, this
balanceo Is tipped even further toward
use of mamory by the conditiohs of
these environments; analysts rarely
have what they would view as ideal
data coverage of the objects of their
Interpretations.

Otten information frcm memory provides
the sole hasis for hypothesizing rels-
tionships among data avallable for
interpretation and for classifying vari-
ous data as reievant, redundant,
present, abszent, or crucial for the inter-
pretive task. Highly confident classifi-
cations of data value can be made only
In hindsight, since it is the unique
nature of the object or event inter-
preated that finally determines such
clessifications. Information modeis,
(models couched in information descrip-
tive terms, and derived from the more
general conceptual modsis defined
earlier) provide some aids for classify-
ing avallable data prior to actual
interpratation, but at best serve merely
as guldelines, and sometimes even mis-
guide analysis. The analyst is left with
tha on-the-spot task of dynamically
classifying much of the data presented
for Interpretation.

7.2 Awareness of Memory Function

Often we are not aware that information
we are using is coming from memory.
Memory Information used at even high
levels of awareness does not neces-
sarlly obtrude into awareness labeled
as “information from memory.” Figure
7-1 provides a simple llluatration of this
phanomenon In an exampie of contribu-
tions of memory to tha task of identify-
ing a military vehicie masked by a tree.
Visible parts of the vehicle provide the
cues for matching and decoding memory
contents and reconstructing the visu-
ally missing parts of the vebhicle. As the
flll-in iIs accomplished, the image of the
tree Is effectively dimmed or even
arased from consideration. At this point
the tree is down-graded or eliminated
from awareness, and a “camouflaged
tank retriever” Iis confidently reported.
The fact of using Information from
memory for fill-in is usually dismissed or
not aven noticed. The same sequence
of data occlusion, fill-in, and dispensing
with the fact of occlusion and fili-in
occurs continuously for conceptually
more complex and subtle forms of
experience assoclated with analysis.

7.3 Mesmory Aids and Memory Load

The information resources and variables
in analytic work settings are usually
quite complex (see Figure 4-1). The
joads imposed on iInternal memory are
fessened by external memory aids such
as maps, reference muterials, and com-
puter displays. Such external aids
have advantages. The externalized
information models they contain (tem-
plates, doctrine, IPB, etc.) usually
suffer less from memory modification
and judgmental distortion factors than
models stored in the analyst’s cognitive
memory. Cur 'ntly, howevar, such
materials ar.s custly to produce,
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INTERPRETATION

Figure 7-1. Example of Occluswon and Fili-in

siow to update compared with the
analyst’s internal storage memory, and
usually provide only a partial match with
the realities toward which they are
aimed.

Apart from the potential analytic value
of mamory-ald materials, their proper
handiing and use can pose memory
problems for the analyst. Passive ver-
sions of such supports, which must be
remen.sered and searched out to be of
uss, can tax an analyst’s memory In
focating materials. Active versions of
such supports (such as alarms, forced
displays, flashing prompts, rigid rem-
inder schedules, etc.} creats

interruptions, distractions, and pro-
cedural overicad, by diverting theo
analyst’s limited-capacity awareness
and attention processor. This is more
fikely when it is being used for desp
processing of extensive stored inter-
mediate results (problem-solving
thought).

7.4 Decision Pressure

Analysts must us» part of their-memory
an{ procesasing cepacity resources to
plen and manage thelr own work
behavior. Knocwiedge about work plan-
ning and management is ajso part of the
analyst’s Internal inemory resources,
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which imposes memory load when used.
The analyst must use avallabie
resources of time end information wisely
to obtain the best Iinterpretations and
estimates possible under given cir-
oumstances. No static formuia Is evall-
able for planning the propéer use of
resources in sach new situaiion; many
considerations for intelligence analysis
are unique to each situation, and deci-
sion making about related cognitive
Information processing activities must
accordingly be dynamic,

Moat centrally, the analyst must
repeatedly decide when the point has
been reached where the results of
each analytic endeav:. a:= =uficlently
clear to warrant no *.rtha: uxpenditure
of analytic resources u. i tise current
conditions of -asourc: avallabllity.
Situations’ varisDlas that focus pres-
sure on such decisions include:

@ Amount of ambiguity and uncer-
tainty In the data and In memory.

e Possible losses or penalties asso-
-clated with a serious error of
intarpratation.

@ Amount of error reduction possible
f more data and analytic
resources could be appiled to the
interpretation,

e Limitations on applying more ana-
lytic resourcas, Including time, to
the intarpretation.

Analytic situations lnvolving graat ambl-
guity, large pcssible penalties from
error, great poteatlal for arror reduction
with more procussing, but severe limits
on more processing can cause great
docision prassure. Under such cir-
cumstances, typicai decislon bebtaviors
include:

o Fixation on isolated aspects of the
situation rather than a balanced

attention to all parts.

o Excessive osciflation in chooeing a
final interpretation,

o Lowered predictabliity and orderli-
ness in final Interpretive choices

("leaps®” rather than logical
steps).
Certain arrangoments en procedures

observed in analytic work settings can
function to forestall decision pressure,
to insulate the analyst from it, or to
constrain beshavior under pressure.
These Include: '

o Step by stap task guldelines for

data-handling.

@ Checklists and templates to help
channel thinking.

& Aliocation of resources and task-
ing Instructions provided by
management.

e Discussion and exercises con-
cerned with:

-~ The recognition of decision

pressures in a situation.

— The techniques for redistribut-
ing analytic load, if that can
help.

= The uses of accountabillity pro-
~ceduras as checks.

— The uses of consulting and
consensus among colleagues.

Of course, aach of the items listed
above also sarves other purposes
besides lessening the effects of
dacision pressure. Decision pres-
sure as a phenomenon Is recog-
nized with different dagrees of
explhsitness in different work set-
tings, but the problem of lessaning
the pressure is rarely approached
on an axplicit systematic basis.
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7.6 Memory Resource Managemant

Concerns of management and analytic
personnel about the management of
memory rescurces are reflected in many
field activities:

e Controling analyst’s sxpectations
about the most likely meanings of
forthcoming data.

o Assigning analysts limited needs to
know that are not related to secu-
rity requirements.

e Planning and maintaining coverage
and backup for team members’
current knowledge and skills.

e Planning and maintalning feadback
on accuracy of analytic perfor-
mances.

e Improving the quality and avaliabil-
ity of external memory supports
and aids.

Although the Importance and impact of
the reliablliity and quality of memory
functions (versus the rellability and
quality of data) is occasicnally
remarked, the magnitude of this impor-
tence as shown by the cognitive model
Is usually less clearly grasped,

7.6 Team Memory

An external memory resource widely
used by analyste--especiaily under try-
ing circumstances--is the “team
memory" represented by colleagues.
Colleagues have advantages as exter-
nal memory supports bacause:

o query formulation is compara-
tively easy; a colleagua can not
only provide information, but can
help the analyst define a need
and frame a query in terms under-
standable to the colleague.

o rapld response is avallable; a col-
league can Juickly Indicate

whather or not any help can be
expected. This allows the anaiyst
to search widely In a short time If
necessary.

e rapld update of colleagues’
memory contents can be achleved
under some conditions for which
materiale-basad memory support
systems may require considerably
more time for update.

e seif corraction of external
memory resources s somewhat
automatic since colleagues tend to
recognize their memory shortcom-
ings and try to correct them.
Materiais-based memory support
systems could, In principle, be
designed this way, but such sys-
tems are not likely to be realized
in the near future.

e active problem solving by coi-
leagues Is frequently included as
part of the team-memory sarvices
to one another; relevant memory
contents are not only located and
communicated, but also compared,
placed in contexts, evaluated, and
conclusions are drawn.

Colleagues can be disadvantagaous as
external memory supports because:

e disruption of collsague tasks Is
often an inescapable result of
using team-distributed memory.
The avaliability of team-~
distributed memory cannot be
guaranteed under conditions of
nigh organizational work load,
unless extra personnel have baen
planned for such functions.
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Figure 7-2. Examples of Shared (Equivocal) Data Patterns

7.6.7 Disparity Andlysis A necuseary
part of the team memory approach is
the analysis of disparities between
interpretations supplied by Individuals
with  different backgrounds and
viewpoints. Objective "ground truth®
about real world situations (as distinct
from exerclse or laboratory situations)
is rarely avallabie, sven historically, and
never cduring the aotual task of
interpretation. Therefore the analysis
of disparities between different
interpretations remains a fundamental
technigue for evaluating intarpretations.
Aithough comparisons among different
interpretaticns Is usually the only

means avalluble for checking the
sounciness of interpretatior:s, disparities
among different Individuals’ interprata-
tions of the samu data ragult from
differences In memory contenta,

The presence of enuivocal data Is most
ofteli the oondition that prompts dif-
ferent Ind'vid:als to produce disparate
interpretations. This point Is llustrated
by Figure 7-2. “he top two ovals in the
figure show that a tank and a heavy
truck have certain shared attributes (at
the visual, auditory, and ground sensor
lavels). if only these shared attributes
&’e avaliable in the data to be inter-
preted, tho data esre equivocal
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regarding tanks and trucks. In that
case, either Interpretation can be made,
and the Interpretation produced will be
controlied by the analyst’s current pat-
tern of accessible memory contents.
The figure also dapicts the same
phenomenon applying to Information
about larger, more complex rezlities.

7.7 System Aggregation Models for
Data and Concepts ¢

Related to the team functioning con-
cept, but distributed over a wider sys-
tewn domain, are the continuing change-
induced tasks of reapportioning func-
tions for agyregating data and concepts
at various points in the system. Data
selection, aggregation, and conceptuall-
zation practices within an analytic work
setting are developed on the basis of
curront factors such as technical skills,
lavels of correiation and fusion func-
tions, standing rnases for the interpretive
products (targeting, ENSIT, IPB, plan-
ning, operations, etc.), and special,
client-targeted, information packaging
requirements. These  arrangements
develop out of the necessity of the
division of work within the system and
reflect experience with roquirements,
conditions, and capabliities at various
ptacee in the organizational network.

The resuliing patterns of memory usage
and modification in each type of work
setting create systems of mamory
frames (superframes) that constitute a
typicel "view of the world® from the
vantage point of that setting. Indica-
tions of such different views appear In
answers to such questions as: How do
you percelve most data (eyes, ears,
etc.)? What kinds of mental images do
you use in your wnrk? How many dif-
ferent places of information must you
typicaliy bring together to make your
interpretation? Typlcally, how many
alternative interpretations for the data

\ e

will you entertain mez:ally. How large
a geographical area will typically be
occupled by & phenomenon to be intar-
preted by you? What is an average
span of time over which an Interpreta-
tion made by you can be expected to
remain In corresponidence with the
real-world objects or events? Such
specialized viewpoints are an Iintegral
part of the efficient performance of
anatytical work In the various settings.

The necessarily different work-oriented
worid views of di”ferant settings can
create Interferences In Information
pasaing between settings and can com-
pounid probiems of analyzing the dispari-
ties between Irterpretations from dif-
ferent settings. Onc manifestation of
this is the desire, at lower levels of the
system, to see the big picture and, at
higher leveis, to avaluate the raw data.
information models In higher-leval
analyst’s memories {sometimes made
explicit in material form) occasionaily
contain references to different
viewpoints experienced in different
work sotlings. Nevertheless, there are
as yet many unexplored relationships
between arrangements for aggregating
data and concepts, and the use of
explicit information models.
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8. IMPLICATIONS OF FINDINGS

No claim is made that ali of the implica-
tions of this study’s findings have been
noted. RMNone of the implications found
have been evaluated in the present
project, since such evaluation should be
promised on the successful validation
of ths cognitive modei of analytic
activitias. Implications that suggested
themselves to the project team are
presented primarlly as questicns for
which answers might be tound either
within existing organizational expertise
or by new investigations. Some possi-
ble Implications for a nunber of areas of
management concern are discussed In
the foliowing paragraphs:

8.1 Analytic Accuracy

The strongest implication of the study
findings Is Judged to he the possible
leverages for improving analytic accu-
racy that might be gained by studying
memory modification cycles In the Indi-
vidual and team contexts of analytic
work seottings. The fundamental goal
toward which all efforts at improving
intelligence analysis are finally aimed Is
improving the accuracy and quality of
interpretive products. Improvements
can result from factors such as pro-
gress In management philosophies and
techniques, advanced systems for sup-
port of analyst's memory requirements
and for complex judgmental tasks,
Improved arrangements for performance
feedback, more acnurately directed
training, improved selection and career
management, and better data to Inter-
pret. Underlying all such improvenients
will stiil be the indispensabie high-grade
performance of the analyst’'s memory,
and govaorning the performance of the
analyst’s mamory will be the memory
modificaticn cycle depicted In the
model.

it ehould be possible to determine to
what extent efforts to develop aids to
memory suggested by the model, such
as examining expectations, performing
deeper processing, sharing rehearsal
sxperiences, reviewing earller records,
and refocusing attention under load can
be helpful in improving the memory per-
formances of analysts. If such alds are
found helpful, what are the implications
for training the managers of analytic
teams, for designing memory support
aids for analysts, for providing perfor-
mance feedback arrangements, and for
training analysts? Can interpretive bias
factors be pradicted In practical situa-
tions?

8.2 Management of Analytic Work

Next to the effective perform: nce of
the analyst’'s memory, the most critical
element for improved analytic perfor-
mance appears to be insightful and
effective management for analysts.
Many studies In the organizational and
management fields Indicate that the
beneficial effects from technical sup-
port improvements, improved feedback,
training, and selection can be coun-
teractad by some management orienta-
tions. Conversely, management that Is
insightful about factors affecting spe-
clalized organizational and individual
performance may extemporize many
desirable arrangements and procedures.

Assuming that various parts of the find-
ings of this study are validated, how
important Is having knowledge of the
findings for managers of different types
of analytic work? Whuat management
approaches and practices for various
circumstances are Implied by tha
model? Of particular Interest are
memory management techniques, fac-
tors In using team memory, and safe-
guards against decision pressure.
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8.3 System Supports for Analytic
Functions

Much Is already known about the use-
fulness of various systom supports for
analytic work, and It is clear that
modern Intelligence gystems cannot
hope to perform all the functions
required of them without carefully
planned and designed automated sup-
ports. The general problems c¢: ,'roviding
non-obtrusive but active mw.wory and
judgmental supports for analysts were
aliuded to earller. The recent history of
developmental research efforts for
automated analytic alds Iincludes con-
tinuing efforts to provide not only con-
ventional automated support for data
and mrssage files, but semi-automatic
messa e handiing and other automation
aime:t at forming and maintaining
systsm-based varsions of the concep-
tual models (end Implled Information
models) used “y analysts. A number of
questions rega‘ding such supports are
prompted by the present study findings.

Static versions of many conceptual and
information models currentlty exist In
documented form (e.g., Order of Battie,
inteliigence Preparation of the Battle-
flold). How will dynamically supported
versions of such externalized models
affect the expectations of analysts?
In what ways might the models serve as
armatures for team analyses of Inter-
pretive disparities in problematic situa-
tions? In such uses, under what condl-
tions will they: cause Interference;
clarify analytic alternatives; support or
curtail productive hypothesis genera-
tion; focus premature convergsence on
Inaccurate interpretations; speed
correct interpretations; accelerate
recognition of anticipatad events; delay
recognition of marghnally unusual
events; serve as high-capacity formats
for transmitting accurate information;

serve as high-capacity formats for
transmitting somewhat Inaccurate infor-
mation?

Such questions become even more sig-
nificant in light of the fact that there
presontly axilst concepts and working
models for various advanced, experi-
menta!, computer-based facilities for
conducting team Jjudgment processes
via networks of CRT terminals. Team
communications can be constralned to
any desired pattern through such facili-
Hes, and computer Information storec
and graphic capabliities can combine to
allow members to form and display thelr
individual hypotheses to one ancther in
vivid ways and to overiay their va;'ous

" offerings to facilitate ccmparisons.

8.4 Performance Fe;dback Arrange-
is there lomothlno;‘:o be earned from
discarded Interpre;catior?? Post hoc
analyses of intefigenr ., lapses that
reach public awarn''ess sometimes
include ocorollary "I told you so“
material. There is no presenily feasible
way to save discarded asiternative
interpretations on a largs scale, but it
seems likely that thnse Interpretations
wouid sometimes have proven more
accurate than the-nes chosen for use.
Only (arge-scale inaccuracies on impor~
tant events are llkely to prompt post
hoc Inquiries, with the result that
potentially superior but unused every-
day anailytic performances go unno-~
ticed.

Yet, the cognitive model suggests that
more can be gained by focusiug on com-
parative degrees of success than upon
scattered Instances of highly notice~
able faliure. Deep cognitive-processing
rehearsals of enalytic fallures will inatill

highly acceJsible memory contents

about what not to do, which can be

-8-2 -

b iy T 1o




CNEE R TEeT TGRSR

. S LA

)
g

it Lacoms S R T S TAERS

very Iimportant. Nevertheless, such Inhi-
bitory ocontents suggest t e proper
ways to proceed only on a default
basis (by exciusion). A rapid and effec-
tive response Is more likely to be gen-
erated by accessing memory materlals
related to comparative succeases.

Can the analyst profit equally from
negative and positive memory exem-
plars that "fit" a certain situation? It is
worth recalling that the cognitive model
Indicates that the individual is not free
to choose what will be recslled In a
given situation: menory access func-
tions are mostly automatic and outside
of awareness. What will emerge first
from memory Is what has been pro-
cessed most frequently and deeply.
Since there are many more ways to do
a thing wrong than to do it right, there
is ample opportunity to load memory
with detour signs rather than pcsitive
directional pointers.

Regarding feedback arrangements from
a costs/benefits point of view, part of
the meassive ADP support anticipated for
anaiytic activities of the future might
prove 1o be usad effactively for storing
generated alternative interpretations
and automatically comparing them with
unfolding events.

8,6 Training for Analytic Work

The atudy findings Indicate two main
points for training:

1. It Is essential to consider the
analyst's detalled training require-
ments from a systematic viewpoint
of required memory contents and
raquired memory functioning. In
much successful analytic work, a
wider range of memory contents
are used than superficlally "meets
the aye.”

2. Having ohce learne. something
does not necessarily mean that it
will be appropriately accessible
from memory when needed. The
memory modification cycle of the
model shows that a filtering and
consolidation bulldup period Is
required, in which earlier learnings
are refreshed and configured to be
properly accessible by cues from
the concrete anelytic situation of
the present.

Moresover, success of the buildup
process Iis not fully under aware
volltional control of the analyst. The
memory modification cycle mechan-
isma of flitering, consolidation, and
interference wili operate outside
awarcness during the buildup
period. Efforis must therefore be
made to channel the resuits of
these mechaniams In desired direc-
ticns.

8.6 Selection and career manage-
ment

The analysts’ self-report image profile
presented In this report was gleaned
mostly from successful experieiced
anulysts and should be given serious
consideration as previding some gui-
dance for selection criterla for
analysts. This is especlally true since
some personne! selection studies have
shown self-report assessments to huve
comperatively gocd valldity for some
kinds of occupations.

Although the study results provide few
clear Indicationg for the moie technical
aspects of selaction procedures, It
seems apparent that potential an:.lysts
must be selected In terms of demon-
strated concseptus! ablliities, the abso-
lute levels required depending upon the
individual’s (realistic) future aspirations
for advancement to work settings

i e i e
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g higher in the analytic contlnuum_k For

] many wmo«ern analytic sattings, "harcs
sclence or technologly interests appes,

very desirable. For others, a stronger _
social and politicai sclence crientation X
s neaded. Except for assumed career '
termination In the lowest "ernd-of-the-

pipe" scurce production work sattings, .
gemonstrated »al success in complet-

ing high school and indicated capacity

to do at 'east begiinirg-level coliege

work e probably essential.

interest in nuiitary science and related
les:ias I8 not an entry-lavel require-
ment, but early clear signs of voluntary
grrwing professionel Interest in such
matters should be a prerequisite for
tagging cardidates for advancement
and rotation to different and higher
&0t within the analytic continuum.

The asuccessful analyst’s orlentation ) i

toward embigulty g at present an open ‘ 3

lesue. Tolerence for ambiguity is essen~ W\ $ ;
e g

e et s

A g TR

tial to the analyst In deailng comfortebly

with cparse and equivoca! data pat- v
terng assoclated with analyti: work. On

the other hand, a vigorous natural \
interast in reducing ambiguity also | ‘
eppesrs Important. This aspect of tha '
anatyst’s managoment and reworking of

intermal mamory content: appears to be !
& productive tople for investigations, 1
using tha concept of the contents
modification cycle presented In this

roport.
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1 uunnoc,nm,A_m:m.—oo

UBA Sy Sch, Ft Salvoir, ATTN: Librory

UBA Topogruphis Lab, Bt Belvoir, ATTN: ETL~T0-3

USA Topagraphic Lab, Bt Betvoir, ATTN: STINEO Corvesr

USA Topagraphic Lab, B2 Beivoir, ATTN: ETL-GSL

USA insitigenos Ctr & Sob, Ft Hasshues, ATTN: CTD~-MS

USA inmsiiigence Ctr & Sch, Ft Huathues, ATTN: ATS~CTD--M§
UZA Inssiiigenas Cwr & Sch, Pt Husthuss, ATTN: ATH-TE

UBA inwmitigencs Cir & Sch, Ft Huschuos, ATTN: ATSI--TEX-GS
USA Inmsitigenes Ctr & Schv, Ft Husthuss, ATTN: ATSL-CTS-OR
USA Inmifigsncs Cor & Sch, Ft Husthuse, ATTN: ATSI=CTD--DT
USA Inwitigoneo Cir & Sch, Ft Husdhuas, ATTH: ATSI-CTD-—CS
USA Inmsifigonos Cir & Soh, Pt Husshuos, ATTN: DAS/SRD

USA Intettigenca Cor & Sch, 5t Husshuos, ATTM: ATSI--TEM
USA Intedtigence Cty & Soh, 5t Husthwuea, ATTR: Library

1 COR, HQ Pt Husshuue, ATTN: Yach Ret Div

2 GOR, UBA Ehsotronic Prvg Grd, ATTK: STEEP-MT-8

1 HQ, TCATA, ATTN: Tech Library

1 HQ, TCATA, ATTH: AT CAT-OP-Q, F¢ Haod

1 UBA Roerviting Cmd, Pt Sheriden, ATTN: USARIIM-P

1 Senlor Armw Adv., UBAPAGOD/TAC, Bign AF Aux Fid Ka. §

1 HQ, USARPAC, DCIPER, APO SF MGER, ATTH: GA B8R

1 3.imeon Lib, Acscamy of Houhh Soienses, Ft Sem Heusmn

1 Marins Corps Inst., AVTN: Osen A5C1

1 HO, UINMC, Cormmandant, ATTN: Codo MTMT

1 HQ, USMC, Cammendene, ATTN: Code WP-20-28

ZUSCG Acadermy, New Londun, ATTN: Admissien

2USCG Acsdemy, New London, ATTH: Lirwy

1 USCG Treining Ctr, NY, ATTN: CO

1 USCQ Treining Ctr, NY, ATTN: Fdus Sue (%x

1 UCGQ, Peychol Aues Be, DC, ATTH: U 1/02

1 HQ MiJ-Range Br, MC Det, Quarnicn, ATTN: PR Div
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1 US Marine Corps Lisieon Ofc, AMC, Alexsndris, ATTN: AMCGS—F
1 USATRAQDOC, Ft Monras, ATTN: ATRO-ED

8 USATRADQC, Ft Monras, ATTN: ATPR-AD

t USATRADOC, Ft Monros, ATTN: ATTS~-SA

1 USA Forces Cmd, Ft MoPherson, ATTN: Librery

2 USA Aviguion Test Bd, Ft Rucker, ATTN: STENG-PC

1 USA Aqey for Avistion Sefety, Ft Rucker, ATTN: Librery

1 USA Aoy for Aviation Sefaty, Ft Rucker, ATTN: Educ Advisor
1 USA Avistion Sch, Ft Rucker, ATTN: PO Orawer O

1 HQUSA Avistion 3ys Cmd, St Louis, ATTN: AMSAV-ZDR

2 USA Avigtion 3ys Test Act.,, Echwarce AES, ATTN: SAVTE-T
1 USA Air Dat Sch, Ft B, ATTN: ATSA TEM

1 USA Air Mobility Ruch & Oev Lab, Moltfert Fid, ATTN: SAVDL~AS
1 USA Avigtion Sch, Res Tng Mge, Ft Rucker, ATTN: ATST-T-RT

1 USA Avistion Sch, CU, Bt Rucker, ATTN: ATST-0—A

1 HQ, DARCOM, Alexandria, ATTN: AMXCO-TL

1 HQ, DARCOM, Alexsndria, ATTN: COR

1 US Military Acadenwy, Wast Roint, ATTN: Serigh Unit

1 US Milinry Acadeany, West Poine, ATTN: Ofc of Miit Ldrhp
1 US Mitisry Acsdemwy, West Point, ATTN: MAOR

1 USA $underdization Ga, UK, FPO NY, ATTN: MASE-GC
1 Ofc of Movel Resh, Arlinmcn, ATTN: Code 482

3 Ofc of Navel Rech, Aringeon, ATTN: Code 468
Ofc o Naval Rech, Ariingeon, ATTN: Cods 480

Ofc of Navel Rach, Aringeon, ATTN: Code 441

Novel Asrospe Mad Ay Lab, Pensacois, ATTN: Acous Sch Div
Navel Asroepnc Med Nes Lab, Persacols, ATTN: Code LSV
Naval Asroepc Med Res Lab, Pensacoia, ATTN: Code LS
Chief of NavPers, ATTN: Pers-OR

NAVAIRSTA, Norfolk, ATTN: Sefety Cvr

Nav Ocesnographic, DC, ATTN: Code 8281, Charts & Tech
Conter of Navel Anel, ATTN: Dec Cir

NavAirSysCom, ATTN: AIR-§313C

Nov Buled, ATTN: 713

NovHelicopterSubSoun 2, FPO SF 90801

AFMRL (FT) Wikiams AFS8

AFHRL (TT) Lowry AFS

AFHRL (AS) WPAPS, OM

2 AFHAL (DOJZ) Brooks AFB

1 AFHRL [DOJN) Lackiand AFS

1 HOUSAF {INYSD)

1 HQUSAF (OPXXA)

1 AFVTG (RD} Randoioh AFR

3 AMRL (HE) WPAFSR, OH

2 AF Inst of Tech, WPAFS, OM, ATTN: ENE/SL

1 ATC (XPTD) Ruciciph AFS

1 USAF AsroMad Lib, Srooks AFB (SUL—4), ATTN: DOC SEC
1 AFQOSR (NL), Arlington

1 AF Log Cmd, McClallan AFS, ATTN: ALC/DPCRO

1 Air Force Academy, CO, ATTN: Dapt of 861 Sen
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Nov Electronic Lab, San Diego, ATTN: Res Lab

Nav TrngCan, Sen Diego, ATTA: Code $000-Lib

NevPostGraSch, Monwrey, ATTN: Code S8As

MavPostGraSch, Monmrey, ATTN: Code 2124

NavTrngéquinCir, Oriando, ATTN: Tech Lid

US Dept of Labor, OC, ATTN: Manpower Admin

1S Dept of Justice, DC, ATTN: Drug Enfarce Admin

Nat Bur of Stanrdards, OC, ATTN: Computer Info Section

Net Clasring Houss for MM ~info, Rocitville

Denver Federal Ctr, Lakewood, ATTN: BLM

D3ferse Documentation Conter

Dir Pyvch, Army Hq, Rumeil Ofcs, Canberrs

Scientific Adar, Mil 8¢, Army Hq, Russeli Ofcs, Conberrs

Mil and Air Attache, Austrisn Embessy

1 Centre de Recherche Des Fecweurs, Humaine de is Deferm
Nationale, Srutaele

2 Canadian Joint Stft Washingron

1 C'Air Sulf, Roval Canadien AF, ATTN: Pers Std Anal Br

3 Chiet, Congdian Def Rach Statt, ATTN: C/CROSIW)

3 British Def Staft, British Embassy, Washington
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1 Def & Civil inst of Enviro Medicine, Canade

1 AIR CRESS, Kensington, ATTN: info Sys B

1 Mititaerpeykologisk Tienesw. Copenhagen

1 Military Attache, French Embasy, ATTN: Doc Sec

t Medecin Chef, C.E.R.P.A.~Arwnet, Toulon/Nevel Franoe

t Prin Scientific O, An~! Hum Engr Rech Div, Ministry
of Defenss, New Deth:

1 Pors Rach Ofc Library, AKA, largel Defense Borcae

1 Ministeris van Defersie, DOOP/KL Atd Socieal
Psyctiologische Zaken, The Hague, Netheriands
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